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Crarbs mocBsIIeHa pa3paboTKe METOI0B aHAIN3a 3aBUCUMOCTEH C TEIBIO T0-
BBIIIEHUs] TOYHOCTH CTATUYECKOI'O aHAJN3a. PacCMOTpeHBl NPUYHUHBI, BEIyIIHE K
CHUKEHUIO TOYHOCTU AaOCTPAKTHON WHTEpIPEeTAIU Ipu oOHapykeHuu 1eeKTOB
B IpOrpaMMHOM Kojie. Ha pasjimdHbpIX npuMmepax IMOKa3aHa HEOOXOJIUMOCTDH BbI-
sIBJIEHUST W WHTEPIIPETAIuU 3aBUCUMOCTEH MKy MPOTPAMMHBIMA OOBEKTAMHU B
xozie anasnza. I[IpuBenena Kiaccudukalns 3aBUCUMOCTEN 110 PA3JIUIHBIM TPU3HA~
kaMm. [Tokazana HEOOXOIUMOCTH COBOKYITHOT'O PACCMOTPEHUST XPAHUMBIX 3HAUEHUIT
u 3aBucuMocTeil. Onmucan MOPsTOK BBISIBICHIS 3aBUCUMOCTEN TP WHTEPIIPETAIIAN
npucBauBaHuii. [Ipeaioken MeTO HHTEPIPETAIIMY 3aBUCUMOCTEN Ha OCHOBE JIOTHU-
4eCKOr'0 BbIBOJIA, 6a3UPYIONIEroCs HA U3BECTHBIX IIPABUIJIAX JIOTUKU U apU(pMEeTHKH.
Hexotopbie 3 pa3paboTaHHBIX METOJOB PEaJHM30BaHbI B CPEJICTBE ODHAPYKEHUS
nedexror Digitek Aegis, mokazaHo 3HAYUTEIbHOE YBEJIMIEHNE TOTHOCTY aHAJIN3A.

1. DBsenenne

B coBpeMeHHOM MUpe OrpOMHOE BHUMAaHUE YIEISIETCS BOIIPOCAM ITOBBIINIEHUS KadeCTBa
nporpaMMubIX cucteM. CoryiacHo pe3y/IbTaTaM UCCICIOBAHUN B IMUPOKO UCIIOIB3YEMbIX
NPUJIOZKEHUSIX € OTKPBITBIM HCxoHbIM KogoMm (Linux, Apache, MySQL u T.11.) comep-
xkutes okosio 0.1-0.5 ommbok Ha 1000 cTpok. B psije ciaydaeB mposiBieHus MOI0OHBIX
ommbOK HAHOCAT 3HAIUTEbHBINA yiepb [1].

KavecTBo pazpabaTbiBaeMbIX IIPOrpaMM MOXKET OBITH IOBBIIIEHO 3a CYET HCIIO0JIB30-
BaHUA CTATHIECKUX METOJ/I0B OOHApY KeHUst omrO0K. 110/100HbIE METO/IBI TO3BOJISIOT aHa-
JIN3UPOBATHL CBOMCTBA MpOrpaMm 0e3 mx 3amycka. CTaTmdecKre MeTO/bI OTIEPUPYIOT HC-
XOJHBIM TEKCTOM ITPOrpamMM, (DOpMAaIbHBIMU CHEITUPUKAIIMAME U JIPYTUMEI apTedaKTaMu
CTA/ U IPOEKTUPOBAHUA JIJId BBIABJIEHUS] CBOMCTB, KOTOPBIME O0JI3/Ia€T BCS ITPOTPAMMA,

!PaboTa BBITIOIHEHA ITPU TOAJIEPYKKe KOMHUTETa 110 HayKe U Bbicmieil mkose IIpasurenscrsa Cankr-
IleTepOypra.
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a He OJIHa M3 BO3MOXKHBIX TPacC ee BbIoJjiHeHudA. [Ipu 3ToM MOryT ObITh OOHAPYZKEHBI
KakK (PYHKIIMOHAJIbHBIE, TaK 1 HeDYHKIIMOHAJIbHBIE TTPOTPAMMHBIE OITHOKH.

Hedyukimonaibabie ommbKu (UM TPOrpaMMHbIE J1eDEKThI) Yallle BCEro sBJISTIOTCS
CJIEJICTBAEM CJIOXKHOCTH IIPOIPAMMHON CUCTEMbBI 1 HAPYIIEHUI IIPaBUI PabOTHI ¢ 00bEeK-
TaM# ITporpamMMbl. K Takum ommubKaM OTHOCSTCA yTEUKU ITaMsATH, IeperoiHeHus oyde-
pa, BBIXOJBI 3a TPAHUIIBI MACCUBa, pa3bIMEHOBAHUS HYJIEBOTO YKa3aTess, WCIIOJIb30Ba-
HUe HEMHUIINAIU3UPOBAHHBIX 00HEKTOB U MHOTHE JApyTrue. [Ias obnapyKeHus 1moJo0HbIX
OmMOOK, MMOMUMO TECTHPOBAHMS, MOI'YT HCIIOJIH30BATHCS METO/bI CTATUIECKOTO aHAJIH-
3a [2].

Anropurmbl 0OHAPYKEHHS 1e(PEKTOB ¢ IIOMOIIBIO CTATHIECKOIO aHAIN3a MOI'YT ObITh
COITOCTABJIEHBI 110 TPEM B3aMMOCBSI3aHHBIM XapPAKTEPUCTUKAM — PECYPCOEMKOCTD, TOJI-
HOT& U TOYHOCTh. [loanoma aHaIu3a ONpeeaeTcs KakK JT0ad 0OHAPYKEHHBIX NCTHHHBIX
IIPOIPAMMHBIX JIe(DEKTOB CPE/IM BCEX UMEIOIIUXCS, & MOYHOCMb — KaK JIOJsd UCTHHHBIX
IIPOIPAMMHBIX J1e(PEKTOB CpeIu BceX 0OHAPYKEeHHbIX.

HauboJsiee nuTepecHbIMU MPEICTABISIOTC aJrOPUTMbI CTATHIECKOIO aHAJI3a, 00ec-
[IeYNBAOIIIE TOJTHOTY. /leiicTBUTETHHO, TOJIBKO UCIOIB3YS T0I00HBIE aJITOPUTMbI, MOXK-
HO OOHApPYKUTh Bce jedeKThl B mporpaMmme. [Ipu mcmonb3oBaHnm JApyrux ajaropuTMOB
JaCTh KPUTUIECKNX J1e(PEKTOB MOYKET OCTATHhCSA HEBBISIBJIEHHOIA.

[Ipobema mcob30BaHUs IOJHBIX AJTOPUTMOB CTaATHYECKOI'O aHajn3a COCTOUT B
OJIHOBPEMEHHOM O0€eCIIeUeHNN ITPUEMJIEMON PECYPCOEMKOCTH U BBICOKO# TouHOCTH. Kak
[IPaBUJIO, AJTOPUTMBI ¢ HH3KOH PECypCOEeMKOCTBIO UMEIOT M HU3KYIO TOYHOCTH. OIHUM
13 BO3MOXKHBIX BBIXOJOB U3 JAHHON CUTYAIIUHU SIBJIAETCSA HCIIOJIb30BAHIE MEXaHH3Ma 3a-
BucuMocreit |5, 6, 16].

Zasucumocms TIpejicTaBisieT co0O0i CTPOTO OIPE/IETEHHY IO CBI3b MEK/Ty SHATCHUIMM
JIBYX U GoJiee MepeMeHHbBIX, KOTopash MOXKeT ObITh omnucaHa npeaukatom Bujga f(x,y) is
true. Mexanusm 3aBUCUMOCTEN ITpeTHA3HAYEH JI/Isi YTOUHEHUS Pe3y/IbTaTOB U yCTpaHe-
HUs JIO’KHBIX OOHAPYZKEHUI B CUTYAIUSX, KOTJIa TEKyIlee COCTOSHUE ITPOrpaMMbl 00b-
eJINHgAeT JIBa MK 0OJiee COCTOSIHUM, IOJYIeHHBIX Ha Pa3JUYIHBIX IIYTAX BBIIOJTHEHUS, &
TakzKe IIPU paboTe ¢ MHOXKECTBEHHBIMU 3HAUECHUSIME OOHEKTOB.

Ieawvro narnoit paboOTHI ABJIAETCS pa3pabOTKa METOJ/IOB aHAJIM3a 3aBUCUMOCTEH, 1103~
BOJIAIONINX IMOBBICUTH TOYHOCTb aOCTPAKTHON MHTEPIIPETAIUU ITPOrPAMMHOIO KO/ IPH
obHapyKeHuu 1edeKToB.

B pazneste 2 npuBegen KpaTkuit 0630p JUTEpaTyphl 1O JTaHHOil TemaTtuke. B pase-
Jie 3 pacCMOTPEH Psiji IPUMEPOB, TPEOYIOMINX BbISIBJICHUS U MHTEPIIPETAIINA 3aBUCUMO-
cTeit Jiisi TOBBIIIIEHNsT TOYHOCTU aHajm3a. B pasznerne 4 npusejieHa Kjaccudukaius 3a-
BrcuMocTeil. Pa3sesn 5 mocBsIeH MpakTUIecKoi pean3aiu ammapaTa 3aBUCUMOCTel .
Hakomnerr, paziaen 6 coepKuT pe3yibTaTbl SKCIIEPUMEHTAIbHBIX UCCIEIOBAHUI.

2. (O0630p cymiecTBYIOHIIX PadOT

MeTo/pl cTaTUYeCKOTO aHaIn3a SIBJISIOTCS IIPEIMETOM MHOT'OYHUC/IEHHBIX NCCIIEIOBAHUI.
Hawubosiee pacrpocTpaHeHHBIM METOJOM CTATUYCCKOTO aHAJM3a, IIPUMEHSIEMbIM JIJIsi 00-
HapyzKeHUst J1eeKTOB, AB/sgeTcs abcTpakTHas nuHTeprperaus |3, 4]. AbcrpakTHas wH-
TepIPETAINS BBITIOJIHACTCA TOJI00HO OOBIYHON WHTEPIPETAIIUN, OJHAKO OIEPUPYET He
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OOBIYHBIME 3HAYEHUSIMU TIEPEMEHHBIX (YUC/Ia, yKa3aTe/r), a 3HAaYeHuAME U3 abCTPaKT-
HOI'O CEMaHTUIECKOTO JIOMEHa, KOTOPBIN BHIOMPAETCsl B COOTBETCTBUU C PEIIaeMOil 3a1a-
Jei.

st moncka HedyHKIMOHATIBHBIX J1e(EKTOB MCIOIL3YETCs JJOMEH, BKIIOYAIONINNA HH-
TepBaJIbHBIE MHOXKECTBa 3HadeHni |12, 14|, MHOKeCTBa a1pecoB pas3ndHbIX 00bHeKTOB |15
20, 21|, a TakyKe MHOYKECTBA 3aBUCUMOCTEl MEXK/IYy 00bEKTaMU.

Y

Ocnopormostaratorreii paboToit Ha TeMy aHaInu3a 3aBUCUMOCTEl sBjseTcsa padora Ky-
30 [6]. [lyisi u3BeUeHNsT 3aBUCUMOCTEl MpeJIaraeTcsi UCIOIb30BaTh abCTPAKTHYIO MH-
TepIIpeTanuio, IPU 3TOM YUUTBHIBAIOTCA JHHEHHbIe OIlePaTOPhl BUJA T = 41X + AoTs +
-t a,T,. g annpokcuManun peajbHbIX OFPDAHUYEHUN HAJT IIEPEMEHHBIMU TPOTPAMMbI
UCIIOJIb3YETCS MOJIE/Ib 3aMKHYTBIX BBITYKJIBIX MHOIOTDAHHMKOB BO MHOXKecTBe R, rie
N — KOJITYECTBO TEPEMEHHBIX TTPOTPAMMBI.

B pa6ore Hecosa n Masmkosa [5| paccmMaTpuBaeTcst METO/ yBEJNIeHNsT TOTHOCTH 00-
HapyKeHusd 71edeKTOB Ha OCHOBE YJIyUIIEHHOIO WHTEPBAJIHHOIO aHAJIN3a C MCIIOTb30Ba-
HUEeM CHCTeM HepaBeHCTB. g mocTpoenus cCuCTeM HEPaBEHCTB UCIIOIL3YIOTCS JINHENHbIE
sasucumoctu Buja y(x) = kx + b.

B pabore Byma u ap. [16] pacemorpen criocob mpejicTaBieHns COCTOSHUsI TPOTPaM-
MbI Ha OCHOBE 3HAYCHUI U CB3€i MKy HUMU. DTOT CIIOCOD MPEIIIo/araeT, aTo Jis
HEKOTOPBIX TIEPEMEHHBIX XPaHATCd UX TOYHBbIE 3Ha4YeHUs. Kcam TodHOoe 3HadeHume mnepe-
MEHHOI OIpeJIeTUTh HEBO3MOXKHO, [IJIsi Hee MOTYT XPAHUTHCS Pa3/IMIHbIE CBA3YIOIIIE
ycJIoBUs, HAIpuMmep, a < 5, a > b, a = ¢+ 3. TakuMm oOpazom, MPOUCXOUT JIOTIOJTHEHUE
TOYHBIX 3HAYCHUI 3aBUCUMOCTIMU MEXK/JIy repeMeHHbIMU. JIaHHbIil 110/1X0/1 [TePCIeKTH-
BEH, HO HY2KJIa€TCd B PACIIUPEHUU U JIOTIOJTHEHUN — HAIIPUMeEp, B aHAJIN3€ 3aBUCUMOCTEHN
0oJiee MUPOKOrO KJI1acca.

B pa6ore Boura u mp. [17] paccmarpuBaercst METO JOKA3aTEIbCTBA KOPPEKTHOCTH
Java-tiporpamum ¢ ncnosib3oBanneM jnokasaresist reopem HOL |18 u utardopmbl Bepudu-
kanuun WHY [19]. Jljist mosrydenusi HCXOJHBIX JIAHHBIX HCrosb3yiores JML-anHoTanumy.
B cpencre VOO [22] anajorngublii 0X01 IPUMEHSAETCST [Tl JIOKA3ATEIbCTBA KOPPEKT-
noctu MuHOrOonoTo4YHbIX C-tiporpamm. HejtoctaTok 110100HOTO 110/1X0/1a COCTOUT B HEODXO-
JIMMOCTHU aHHOTUPOBAHUSA MTPOTPAMMBI, YTO JIJId OOJIBIIIX ITPOTPAMM BEChMAa TPYI0EMKO.

Nwmeercs psin peanmsaruii cpeicTs obHapyKenust gedektoB — nanpumep, Microsoft
Code Analyzer [7], Frama-C [8], Splint [9], Fortify [10] u muOrue npyrue. Dxcreprumen-
TaJIbHbIE MCCJIEIOBAHNS HEKOTOPBIX U3 MEPEYNCIEHHBIX CPEJICTB OOHAPYKEHUS JTe(heKTOB
HOKa3aJi, 9YT0 OHU He obecrednBaoT noaHory [11].

PesynbraTsl, paccMaTpuBaeMble B JIAHHON CTATHE, Oy YEHbBI ¢ HCIIOJTb30BAHUEM CPeJI-
crBa Digitek Aegis [13]. 910 cpesicTBO OpUEeHTHPOBAHO Ha OOHAPYKEHUE BCEX NUMEIOIINXCST
B mporpamMme Jie(heKTOB OIPE/Ie/IEHHBIX KJIACCOB, ObecrednBasg MAKCUMAJIbHYIO TTOJTHOTY
IIEHON CHUYKEHUS TOYHOCTU OOHAPYKEHU.

3. IlpuyuHbI CHU>KEHUS TOYHOCTU aOCTPaKTHOI
MHTEePHPeTaIn

Obnapyxkenue j1eheKTOB Ha OCHOBE abCTPAKTHOI MHTEpIIpeTaIuu pu 00ECIIeIeHUN BhI-
COKOMl TIOJIHOTBI W TOYHOCTH XapaKTepHu3yeTcs OOJIbINON pecypcoéMKocTbio. [Ipmaunna
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3TOr0 KpoeTcsd B HEOOXOJAMMOCTH aHaJIM33 BCEX BO3MOXKHBIX IIyTeil BBIIOJIHEHHS U CO-
Iy TCTBYIOIIEM XPaHEeHUN 3HAUEHNI BCeX JIOCTYIHBIX OObEKTOB.

Bosbmmoe 4duciio myTeil BBIIOJHEHHA IPOIPAMMBI CBA3AHO € HAJHYUEM OIEPATOPOB
BETBJIEHUA — KasKJblil OIlepaTOp BETBJIEHH: IOTEHIINAIBHO Y/IBANBAET KOJIMIECTBO IIy-
Teit. C y4€ToM 3TOro, JJId IPOrpPaMMBI CPEJIHEIO MM OOJIBIIOrO pa3Mepa KOTHIECTBO
aHaJIM3UPYEMBIX IIyTeil cTaHOBUTCA acTpoHoMH4YecKuM. Kpome Toro, mo Mepe aHajmsa
OTJEJBHOIO IIyTH YUCJIO JOCTYIHBIX OObEKTOB OOBIMHO BO3PACTaeT. YKa3aHHBIEC IPUIH-
HBI IPUBOJAT K 9KCIOHEHITHAJIBHOMY POCTY 3aTPaT BPEMEHHU U IaMATU B 3aBUCHUMOCTHU OT
pa3Mepa aHaJIU3UPYEMOil IPOrPaMMBI, UTO JeaeT IPAKTHIeCKN HEBO3MOKHBIM ITOJIHBII
U TOYHBIN aHAJIU3 JlazKe CPABHUTEJILHO HEOOJIBININX IIPOIDAMM.

g cHIZKeHns KOJIMYeCTBa aHAJUM3UPYEMBIX IIyTeil IpuMeHdeTcd oObeIuHEeHue Co-
CTOAHHIT IPOrPAMMBI B TOUKAX CJIUAHUA IyTeil BBIIOTHEHHS C HOCIEIYIOIIM COBMECT-
HBIM aHAJIN30M 00beauHeHubx myreit [12]. Tlomobmoe neiicTBue, HasbiBacMOe CIHSHEEM
myTeif, obecreunBaeT JIMHEHHBII POCT pecypCoOeMKOCTH aHaJIn3a IIPU OTCYTCTBUHU ITUK-
JIOB B aHajm3upyemoii mporpamme. C apyroif cTOPOHBI, IIepeMeHHbIe IIPOrPaMMBI Ha
Pa3JIMYHBIX IIyTAX BBIIOJHEHHA MOIYT UMETh pas/indHble 3HadYeHHdA. B pesyibrare mx
CJIUAHUST 00PA3yIOTCS MHOKECTBEHHbIE 3HAYEHUS IIePEMEHHbIX, Hapumep, x € [5...10],
ptr € {0, &arr} u Tak masnee. [Ipu pabore ¢ MHOKECTBEHHBIME 3HAUCHUSIMU HH(MOpPMa-
I O 3aBUCUMOCTAX MEKJ/ly HUMH TepseTcsd, YTO CHUKaeT TOYHOCTD aHaausa. PaccMor-
PUM IIPUMEDHL.

3.1. IIpumep Ha pa3zMep AMHAMUYIECKOTO MAaCCHUBa

int *ptr = malloc(size * sizeof(int));
for (int i = 0; 1 < size; i++)
ptrlil = i;

[Iycts size € [5...10]. B sTom ciaydae abcTpakTHash HHTEPIPETAIHs IUKJIA T0TPeby-
er 10 urepanmii. Ha mociiegnaeit nreparnum Oyaer cupaseinBo i = 9, 910 1npu pasmepe
MaccuBa MeHbIre 10 npuBejieT K 00HApYKEHUIO BbIXO/Ia 3a I'paHuIly Maccusa. s ycrpa-
HEHUs JTAHHOTO JIOYKHOI'O jiebeKkTa CIe/lyeT yIecTh HAJIUIHe 3aBUCUMOCTUH MEXKJy size
1 PasMepoM ydacTKa BBIICJICHHON IMaMATH, a TaKKe 3aBUCUMOCTH i < size.

3.2. HpI/IMep Ha 9YMCJIO MHUIINAJIN3NPOBAHHBIX 9JIEMEHTOB

int arr[MAXSIZE];

int size = 0;

while ('in.eof () && size < MAXSIZE)
in >> arr([size++];

for (int i = 0; i < size; i++)
cout << arr[i] << endl;

[TockoyIbKy pasmMep IOTOKa in IpU CTATUYECKOM aHaM3€ HEU3BECTEH, 110 OKOHYAHUU
HHTepIpeTanuu uKaa while cripaseympo size € [0...MAXSIZE|, npu 9TOM KaKIblil
U3 3JIEMEHTOB MacCuBa JInOO MHUIUAIU3NPOBaH, b0 HeT. B pesyibrare, mpn BBIBOIE
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MacCCHBa Ha KOHCOJIb HET YBEPEHHOCTU B MHUIUAJIA3AIUU €I'0 IJIEMEHTOB. Yuer 3aBucu-
MOCTH 9HCJIa MHUIHUAJIN3UPOBAHHbBIX 9JIEMEHTOB MaCCHUBa initcount(arr) OT 3Ha4Y€HUA
size 1o3BOJIAET pa3pemuThb JaHHYIO CUTYallulo.

3.3. Ilpumep Ha HegeTepMUHUPOBAHHOE BbIJeJeHUE TTaMATHA

char *ptr = size > 0 7 malloc(size) : 0;
if (ptr !'= 0) free(ptr);

[Iycrs size € [0...10]. B sToM ciiydae B TOUKe CJIMSIHUS TI0CJIE TEPHAPHOIO ONEPATOPA
obpa3yercs y9acTOK JUHAMUYIECKON IMaMsTH, KOTOPBIH MOKeT ObITh KaK BbIJIEJIEH, TaK
U HET, IPU 3TOM ptr yKas3bIBaeT Ha JaHHBIN ydacTokK jubo pasen (. [Ipw Bbimosimennn
orneparopa if y9acToK JMHAMUYECKON aMsITH MOXKeT ObITh KaK OCBODOXKJIEH, TaK U HET.
ObnapyKuBaeTcs MOTeHNMAIbHAS yTeIKa MaMATH — JIOKHBIH 1edeKT. YdeT 3aBUCuMO-
ctu «ecym ptr paser (), TO TaMATH He BbIJIeJIEHA» MO3BOJISIET YCTPAHUTH 3TOT JIeEKT.

3.4. Ilpummep Ha MCHOJIb30BaHNUE 3aBUCUMbBIX CJIAraeMbIX

int num = 10 - shift;
fread(buffer + shift, 1, num, fin);

[Iycrs pasmep Oydepa buffer pasen 10, a cmemenne shift € [0...10]. Oyuxiws
fread() ocymectBisger ureHue B Oydep, Haunnasg c¢ 3jementa shift, npum sTom ocy-
mectsigercst urenne num € [0. .. 10] ssementos. Takum 06pazom, MOC/IeHINA TPOIUTAH-
HBIIT 9JIEMEHT UMeeT MHCKC B Juana3one shift +num—1 € [—1...19], aro npuBoaur K
0OHAPYKEHUIO JIOYKHOTO siepekTa. Yuer 3apucumoctu num = 10—shift npu Beraucaiennn
cyMMbI shift + num O3BOJIAET YCTPAHUTD JIAHHDLIN JTEeEKT.

N3 npuBe/ieHHBIX MPUMEPOB BUJIHO Pa3sHOOOpa3ue 3aBUCUMOCTEN, BCTPEUAIONINXCA B
nporpamMMax u TpeOyIOmNuX BbIABICHUS U HHTEPIIPETAITIH.

4. Kiaaccudukaiysa 3aBucuMocTeii

3aBUCUMOCTH MEXKy IPOrpaMMHBIMU OObEKTaMU O0JIaJal0T PA3IHIHBIMUA XapaKTepH-
cTukamMu. PacecMoTpuM KiraccuduKaIMio 3aBUCUMOCTEH 110 PA3JIMIHBIM ITPU3HAKAM.

3aBUCHMOCTH MOTYT CBS3BIBATH PA3JIMTIHBIE TUIIBI NPOPAMMHHLL 005€KMO8, 8 MMEH-
HO: OJIMHOYHbIE [IePEMEHHbIE, JIEMEHThI COCTABHBIX II€PEMEHHBIX (TI0JIsI CTPYKTYD, 916~
MEHTBI MACCHUBOR ), PA3MEPhI yUaCTKOB JIMHAMUYECKOM TAMSATH, JJINHBI CTPOK, KOJIMIECTBA
WHUTINAJIN3UPOBAHHBIX 3JIEMEHTOB MACCUBOB.

[lo xapaxmepy ceasu MexKTy NPOrpPaMMHBIMU OOBEKTAMU 3aBUCUMOCTHU JIEIATCA Ha
CJIEJTYTOITNE TPYIIIIHL:

e 3aBucHMOCTH KBUBasieHTHOCTH Fquiv(z, D): D < x, tae D — 3aBUCHMOCTD, & & —
JIOTUYecKas IepeMeHHasd;

e apudmerndeckue 3apucumoctu Arith(objs, obji, op, 0bja): objs = objy op obja, e
obj; — mporpaMMHbIe OOBEKTBI, Op — apudMeTuIecKas OTePaITHs;
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e Jiormueckue 3apucumoctu Logic(objs, obji, op, objs): objs = obji op obja, Tae op —
JIOTHYECKas OlePAINs;

e zasucumoctu cpasuenust Comp(objy,op, objs): objy op objs , Te op — omnepaius
CpPaBHEHMUS;

e JIpyrue, HAIIPUMED, 3aBUCUMOCTD «OIHa u3» Bujia Dy or Dy 1s T'RU E/| 3aBucumoctn
cymecTBoBaHus Bujta D = dynamic object obj exists, 3aBUCUMOCTH NHUIINAII3a-
un Buga D = obj initialized.

ITo METAHU3MY BblABNEHUA 3aABUCUMOCTH JICJIATCA Ha JIBE I'DYIIIIBI:

® 3aBUCHUMOCTH IPUCBAWBAHUs, TOABISIONINECS B Pe3yabTaTe WHTEPHPETAIIUN KOH-
KPETHOTO oleparopa IpucBanBanus, Hanpumep, £ = (x > 5) wmy = x + 3;

® 3aBHUCUMOCTH CJIMAHUS, HOSBIIAIONINECS IIPU CIUSHUN JBYX BeTBeil, Hanpumep, if
(...) ptr = malloc(...) else ptr = 0.

CymecTByeT Tpu ¢nocoba ucnoab306aHUA BbIIBJICHHBIX 3aBUCUMOCTE:

® DU MHTEPIIPETAIINH YCJIOBUIl — B 9TOM CJIydae JIOTUYeCKUl BBIBOJ] HAYNHAETCS C
yrBepxKaenus Bua cond is T'RU E wiu cond is FALSE, iocjie 4ero ¢ uCoib30Ba-
HUEM BBISIBJIEHHBIX 3aBUCUMOCTEN U3 3TOTO yTBEPKIECHUS JIEJIAI0TCS OIIPeIeIeHHbIE
BBIBO/IBI;

e 11pu obHapyKeHUN JIePEeKTOB — JIJIs 9TON eI BO MHOTUX CJIydasgX CJIEJIYeT IPO-
BEpPATH CIIPABEJJINBOCTD OIPEJICJICHHBIX YCJIOBHl, HallpUMep, MpH OOHADYKEHUU
BBIXO/[a 3a TPAHUILy MaccuBa ucnosb3yercs ycaosne 0 < index < sizeof(array);

® IIpU nHTEepIlIpeTalun HpI/ICBaI/IBaHI/Iﬁ — B3ITOM CJjIy4dae JIOTUYECKU BbIBO/I HaAYNHaAET-
Cs C IIPUCBaBaHUdA BUJIa a = b - C, II0CJIe 9ero H€O6XO,ILI/IMO OIIpeJe/JINTh HaJn4due
CBA3U ME2KIY bucu IIpu €e HaJIn4INn Cce/iaTbh BbIBO/IbI O 3HAYCHUUN a.

5. Peamm3anusa anajgn3a 3aBUCUMOCTE

B srom pasnene ommchiBaeTCs MPUHITAI PeaJ3alli aHaIN3a 3aBUCAMOCTE B paMKax
craTuvyecKkoro aHajmsaropa. Peanmsanust BKIodaeT B cedda CIIOcOO MPeICTaBIEHUA CO-
CTOSTHUSI TIPOrPaMMbI, METOJIbI BLISIBJIEHUS U MHTEPIPETAIIMN 3aBUCHMOCTENA.

5.1. IlpejcraBjieHne COCTOAHUS ITPOTPaAMMbI

Meto1 abcTpakTHON HHTEPIPETAIIMH OIEPUPYET COCMOAHUEM NPOZPAMMbYL — MHOZKE-
CTBOM 3JIEMEHTOB abCTPAKTHOIO ceMaHTH4IecKoro pomena (2, 3|. s mposeenus aHa-
JIN3a 3aBUCUMOCTel Hambojee yI00HO UCIOIb30BATh JoMeH Npedukramos — JTOTHIeCKUX
YTBEPKJICHUI, OMUCHIBAIONINX TEKYIee COCTOSHUE MPOTrpaMMbl U ee 00bekToB. Jlomen
IPEJIMKATOB B 9TOM ciiydae OObeJIUHsIeT BCEe BO3MOXKHBIE IPEIMKATHI, OTHOCSIIIHECT K
00beKTaM IPOrPaAMMBbI, & COCTOSHHE IIPOTPAMMbBI SIBJISETCS ITOAMHOXKECTBOM JOMEHA,
BKJTIOYAIOIIAM TOJIBKO ITPEJINKATHI, HCTUHHBIE B OIIPE/IEIEHHBII MOMEHT €€ BBIIIOJTHEHNS.
BosMoxkubie mpeuKaThl MOYKHO Pa30UTh Ha JBa TOJIMHOXKECTBA.
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1. YTBepxkKaeHus o 3naueHuAT 0OBHEKTOB:

e TouHble: 0bj = const, obj; points to objs;

e muoxkecTBeHHble: Comp(obj, op, const), obj points to one of (obji,...,0bjn);

2. YTBepKJIeHUsI O 3aBUCHMOCTSX MEXKy OObeKTaMu (CM. paszes 4).

5.2. BpbligBiieHne 3aBucuMocTen

Brisiiienne 3aBUCHMOCTEN OCYIIECTBIISAETCS IIPU UHTEPIPETAIIMA PA3TUIHBIX OIepaTo-
poB mporpaMmbl. /3 omepaTopoB npucBanBaHUsA HEIOCPEJICTBEHHO CJIEIYIOT 3aBUCHMO-
ctu npucBanBanus. To 2Ke MPOUCXOUT MPU BBIMIOJTHEHUN KOCBEHHOTO IPUCBANBAHUS & =
*ptr WM *ptr = a, ec/in Mo4HO U3BECTHO, Ha KAKOW MPOTPAMMHBIN OOBEKT YKa3bIBAET
ptr. IlceBIoKO/I BBISIBJICHUS 3aBUCUMOCTH JIJId OIlEpaTOpa *ptr = a MOXKET BBITVISICTD
CJIEJTYIOIUM 0Opa30M:

Set predicates; // predicates: dependencies and values
function extract(DereferenceAssignment da(ptr, a)):
for each (p points to obj) in predicates:
if (p == ptr):
predicates.add(Comp(obj, =, a))

[Ipn msmenennn 3HaveHusi KAKOro-janbO IPOrpaMMHOIO 00bEKTa JIMOO IIPU OKOHYAHUU
€ro BpEMEHHM »KU3HU BCe CBA3AHHbIE C HUM palee 3aBUCHUMOCTH cOpachiBaloTcs. B ciryuae,
KOIJIa PacCMaTPUBAEMbIN OOBEKT CBA3aH 3aBUCUMOCTSIMU XOTdA OBl € JIByMs JPYTUMU,
cJleJlyeT MOCTPOUTH CyNMepHo3uruu tux 3asucumocreii. Hanpumep, ecmu a = f(z) u
x = ¢g(b), TO M0 OKOHYAHUU BPEMEHU YKU3HU X CTPOUTCs 3aBucuMoctb a = f(g(b)).

[Ipu BBIIEIEHNN YyIACTKOB JUHAMUYIECKON MaMSITH CJIe/lyeT TOCTPOUTH 3aBUCUMOCTD
JUI pa3Mepa BbIJIEJIEHHOIO yYacTKa OT 3HaUeHus napameTpa (DyHKIUU BblJIeJIeHUs Ta-
MSTH — HaIpuUMep, Jijisd ornepaTropa ptr = malloc(size) cTposATCs 3aBUCUMOCTH BUJIA
ptr points to dynamic u sizeof(dynamic) = size. [lyist qpyrux crenuajbHbIX 00bEKTOB
(HampuMep, CTPOK) MOTYT OBITH CHOPMYIMPOBAHBI AHAJIOTHIHBIE TIPABHUIIA.

[Ipu unTeprperanuu TOYEK CJIUSHUSA IIyTell BLIIOJJHEHUs BBIOJIHAETCS OIEPAIs
obbenunenus: cocrogauit C = A U B. Ha npaktuke o0berHEHNE MHOXKECTB 3aBUCHU-
MOCTeIl MOKeT MOoTpeboBaTh OOJIBINOTO KOJUYECTBa PECYPCOB M3-3a 00pPa30BaHUs MHO-
JKecTBa KoOMOMHAIMi 3aBucuMocTeir Buja Dy or Dsy. Ilpennaraercsa ocyIiecTBIATh Ipe-
obpazoBarne AUB = (ANB)U(A\B)U(B\A), crpouTh 1iepecedeHie MHOKECTB 3aBHCH-
mocreit AN B, a oobemunenne (A\B) U (B\A) urnopuposars. B 6y/ymmem mianupyercs
peasu3arus 60j1ee TOUHBIX TPABUJI 00beIMHEHUST MHOYKECTB 3aBIUCUMOCTEI.

5.3. HHTepnperanusa 3aBUCUMOCTE

B IIporecce mHTeplpeTrainnu 3aBUCHIMOCTEMN OCyHIEeCTBJIACTCHA JOTUYEeCKU BbBIBO/I, U3 M3-
BECTHLIX Ha ,ZLaHHbeI MOMEHT IIPEINKaTOB. Jlormuecknit BBIBOJI, OCHOBLIBa€TCdA Ha H3-
BECTHLIX IIpaBUJIaX JOKa3aTe/JIbCTBa TEOpeM, KOTOPbIE MOXKHO pa3Ae/IMTh Ha HECKOJIbKO

TPYIIIL:
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e o0Omue mpapuia Jiorudeckoro BoiBoga: Modus Ponens, rojcranoska;
e IpaBma aaredpbl JIOTUKHY;
e 1paBusia apupMETUKHU TeJIbIX TUCEII.

Wurepuperaruio 3aBuCHMOCTel B aHam3aTOpe Aegis Ha IpuMepe yCJIOBU B OIEPATOPAX
BETBJIEHUS] MOXKHO OIIMCATDH CJIeIYIONINM TICEBIOKOIOM. 3J1eCh & — yCJIOBUE, ¥ 33JIaeT WC-
TUHHYIO BETBb (BbIBOJ] HAUNHAETCsI € X 18 T RU E) witut JI0KHY0 BETBb (BBIBOJI HAUMHAETCS

cxis FALSE).

function interpret(Condition x, boolean v):
if v:
for each Logic(f, x1, op, x2) in predicates:
if x == f && op == and:
useModusPonens (x1, true);
useModusPonens (x2, true);
else:
for each Logic(f, x1, op, x2) in predicates:
if x == f && op == or:
useModusPonens (x1, false);
useModusPonens (x2, false);
useModusPonens (x, V) ;
expandDeps () ;

function useModusPonens(Condition x, boolean v):
for each Equiv(f, dep) in predicates:
if == f:
predicates.add(v 7 dep: dep.invert()) // Modus Ponens

Buech dpyHKuus interpret IpUMeHsIeT IpaBUJa aareOpbl JIOTUKH JIJIs MHTEPIIPeTaIlu
sapucumocteil Logic(x,x1,and, 22) u Logic(x,z1, or,x2), a dbyukus useM odusPonens
ucnosb3yer npasusio modusPonens u saBucumoctn Equiv(x, D) st BbIsBI€HUS ClIPa-
BEJUIMBBIX B OIIpPEE/IeHHON BerBu ycaosuil. Oynukuusa expandDeps pacmupsier CIIICOK
U3BECTHBLIX 3aBUCUMOCTEIl ¢ UCIIOIB30BAHUEM IPaBUJIa MOJCTAHOBKY U IIPABHII aprdMe-
THUKHN IEJIbIX YHCeJI.

5.4. Pa3BuTue nmojaxoaa

B Oyymem manupyeTcs NpUMEHUTD JIJIsi UHTEPIPETAIINT 3aBUCUMOCTEN CYIIeCTBYIONINEe
CPeJICTBA JIOTUYIECKOTO BhIBOA. VX MOXKHO pa3iesnTh Ha TPU OCHOBHBIE T'DYIIIBI:

1. Jloxazamesu meopem (theorem provers). B kadecrBe nmpumepa MOMKHO NPUBECTU
nmokazarens HOL [18]. Kak mpaswmiio, jaHHbIe cpejicTBa OPUEHTUPOBAHBI HA WC-
MOJTb30BaHUE JIOTUKK BBICITUX IMOPAJIKOB. be3 ydacTus 4ejioBeKa UMH MOTYT OBbITh
JIOKa3aHbl TOJIBKO JIOCTATOYHO TPOCTHIE YTBEPIKJICHUS, B CJAOKHBIX K€ CIydasx
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I0JIb30BATE/Ib JIOJIZKEH YKa3bIBATH UM IIyTh perenus. Kpome sToro, jokazare/in oT-
JINYAIOTCS CPABHUTEIHLHO HU3KOM MTPOU3BOIUTEHLHOCTHIO U HEYI0OHBIM ITPOrPAMM-
HBIM UHTEPdEcoM.

2. SMT-pewamenu (SMT solvers). B kadectse npumepa MoxkaO nipusectu Microsoft
Z3 Solver [23]. OpueHTUPOBAHbI HA ABTOMATUIECKOE PEIIeHNE 3a/1a4 B JIOTUKE 1ep-
BOI'O MOPsiJIKA, OOBITHO BKJIIOYAIOT MOIIHBIN alapar pa3perieHusi CUCTeM JInHeH-
HBIX ypaBHeHuil n HepaeHcTB. Muorne SMT-permarenn ncno/ib3yoT yHUPUITTPO-
BaHHBIN #3bIK onmcanus 3a1ad SMT-LIB [24], 1uTo nossossier mocratodno mpocTo
3aMEHHUTH OJIMH pelaTesb Ha JPYTOil.

3. HA3viku s02uvecko2o npo2pamMmMuposaHUA, HAMOOIee M3BECTHBIM U3 KOTOPBIX SBJIs-
ercs Prolog. /laHHBIN S3BIK UCIIOJIB3YET MPU JIOTHIECKOM BBIBOJIE TTOIMHOXKECTBO
JIOTUKHU TIE€PBOrO TOPSJIKa — JU3BIOHKTHI XOpHa. J[OCTOMHCTBOM JAaHHOIO perie-
HUS SIBJIIETCS IIPOCTOTA €r0 UHTEIPAIMH B JIIOOYIO IIPOIPAMMHYIO CHCTEMY, OJIHAKO
MOITHOCTH JIOI'MYE€CKOI'O BbIBOJa MOXKET 6bITb HEI0CTAaTOIHO Jid pelieHndA CJIOXK-
HBIX 3a/1a4.

Anaim3 uMeromuxcsd B JaHHBIE MOMEHT 3aBUCHMOCTEl M IIpaBUJI BBIBOJA CBHJIETEIb-
CTBYET O TOM, YTO OCHOBHBIE 33/Ia4M JIOKA3aTeJbCTBA B PAMKAaX CTATHYIECKOTO aHAJIU3a,
[IpeJICTaBUMbl B paMKaXxX JIOTMKHU IIePBOr0 MOpsdjka. B cBs3u ¢ sruM, Hanbojiee MoIXo-
JIAIIAM CPEJICTBOM JIOTMYECKOTO BbIBOa BujaTcs SMT-pemrarenn, Tak Kak g0oKa3aTesn
TeopeM JIJIsI STOM IIeJIM CJUIIKOM IPOMO3IKH, a SI3bIKK JIOTMYECKOr0 BBIBOJAA He 00/1a1a10T
JOCTATOYHOI MOIIIHOCTBIO.

6. dKcnepuMeHTaAJIbHbIE MCCJIEeI0OBAHMS

Ommcannble B paszese b MeTOIbl peann3oBaHbl B cpenacrBe Digitek Aegis. Ilposeneno
HCCe0BaHue Psiia YTUIUT ¢ OTKPBITBIM UCXOIHBIM KOJIOM — Pe3yJIbTaThl IPUBEJIEHBI B
tabsuie 1. VI3 mepeunciiennbix B Tabsmie yTUInT, base64 u ping Bxoagar B coctas OC
Linux, pg_resetxlog — B coctas cepepa PostgreSQL, ocraibHble TPOEKTHI 3arpyzKeHbI
c http://www.sourceforge.net.

Ta6ﬂ1/111a 1. PeBy.TIbTaTI)I CTaTUYIECKOI'O aHaJIn3a IIPOEKTOB C OTKPLITBIM HMCXOAHBIM KOJ/I0OM

Yrumura | O6bem, | 3aBucumoctn BBIKJI Basucumoctn BKJI
KLOC | JloxubIx Bpewms JIOKHBIX Bpems
nedeKToB | aHam3a, ¢ | J1edeKToB aHaJjm3a, C
base64 10 55 105 24 (-56%) 136 (+29%)
ping 2.5 24 19 15 (-37%) 22 (+15%)
bwn-ng 5 63 35 41 (-34%) 43 (+22%)
heme 2.5 18 7 8 (-56%) 12 (+71%)
rhapsody 19 8 218 2 (-75%) 228 (+4%)
resetxlog 4 9 37 1 (-88%) 45 (+21%)
Bcero 43 177 421 91 (-48%) | 486 (+15%)
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[IpuBeiéHHBIE PE3YABTATHI HAIVISTHO JEMOHCTPUPYIOT 3HAYUTEIbHBIN BBIUTI'DBIIT B
TOYHOCTHU aHAJIN3a B Pe3yJbTaTe BBOJa MPaBUJI aHAJIN3a 3aBUCUMOCTe — cpeHee KOJIn-
4eCTBO OOHAPYZKEHHBIX JIOKHBIX JIe(PEKTOB YMEHBINUIOCH Ha 48% 1pu He3HAYUTETHHOM
yBe/inueHnn BpeMenn anaymsa. CpejiHee KOJIMIeCTBO JIOKHBIX J1ePEKTOB COCTABIISIET OKO-
JIO JIBYX HA TBICAYY CTPOK MCXOHOTO KOJIa IPH aHAJM3e IPOrpPaMM 0O0bEMOM TOPSJIKa

10 KLOC.

7. 3akKJII0odeHue

HpOBe,ZLeHHOG uccjieJJoBanue IoATBEP2KAa€CT, 9TO BbIABJICHUE W MHTEPHIPpETalud 3aBUCH-
MOCTeEN dBJISIETCA OIHHNM U3 BarKHEHIINX CHOCODOOB IMOBBIMIEHUST TOYHOCTA CTATHIECKOI'O
aHaJIn3a KoJ/a. MOFYT OBLITD BbI/JICJICHBI CJICAYIOIINE HallpaBJICHUA ,H&JIBHGIU/HHGI‘O pa3Bu-
THA:

e pazpaborka 00JIee TOIHBIX IPABUI 00beIUHEHHUSI MHOXKECTB 3aBUCUMOCTEN B TOY-
Kax CJIMSTHUS;

® JICIIOJIb30BaHMe METO/J0B aBTOMATU3HUPOBAHHOI'O JOKa3aTe/IbCTBa TeopeM IIPpU WH-
TepIpeTanumn 3aBUCUMOCTEM.

B macrosimuit MOMEHT BbINIOJIHAETCA (hOpMaIn3aliis IPaBUJI HHTEPIPeTaIun orepa-
TOPOB, YIIPOIIEHsI, BEIBO/Ia 1 00HApYyKeHus nedekToB B TepMmuHax sizbika SMT-LIB [24].
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The Use of Dependencies for Improving the Precision
of Program Static Analysis

Glukhikh M. 1., Itsykson V.M., Tsesko V. A.

Keywords: static analysis, abstract interpretation, dependency analysis, program
defect detection

The development of dependency analysis methods in order to improve static code
analysis precision is considered in this paper. Reasons for precision loss is abstract in-
terpretation methods when detecting defects in program source code are explained. The
need for program object dependency extraction and interpretation is justified by numer-
ous real-world examples. A dependency classification is presented. The necessity for
aggregate analysis of values and dependencies is considered. The dependency extraction
from assignment statements is described. The dependency interpretation based on logic
inference using logic and arithmetic rules is proposed. The methods proposed are im-
plemented in defect detection tool Digitek Aegis and significant increase of precision is
shown.

CBenenunsi 06 aBTOpax:

I'myxnx Mwuxaun Uropesud,
Cankr-IlerepOyprekuii rocy1apcTBEHHbIN OJUTEXHUIECKU YHUBEPCUTET,
JIOTEHT KadeIpbl KOMIBIOTEPHBIX CHCTEM ¥ IPOTPAMMHBIX TEXHOJIOTUIL;
Nnpikcon Baaaumup MuxaiisioBud,
Cankr-IlerepOyprekuit rocy1apcTBEHHBIN TOJINTEXHUIECKUH YHUBEPCUTET,
JIOTEHT KadeIpbl KOMIBIOTEPHBIX CHCTEM W IIPOTPAMMHBIX TEXHOJIOTHI;
IHecbko Bagum AsekcanapoBud,
Cankr-IlerepOyprekuit rocy1apcTBEHHBIN TOJUTEXHUYUECKUN YHUBEPCUTET,
acCUCTEHT KaeIpbl KOMIILIOTEPHBIX CUCTEM U ITPOTPAMMHBIX TEXHOJIOTHUIA.



