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Abstract. In this paper, the existing approaches to the assessment of computer networks perfor-
mance are considered. The standard structure of a network of the application layer of the OSI model
using the example of SBIS3 application (product of Tensor Company) is treated.

Further, two approaches allowing to analyze degradations in a network are considered — on the basis
of aggregated data and the operational analysis.

The degradation study of more than 60 000 request types between two versions of application which
works on the basis of the computer network is the cornerstone of the first decision. Each type of requests
is described by four based metrics, each metrics representing a time series. The input data are aggregated
every 10 minutes before an analysis algorithm. Further, the threshold criteria based on mathematical
expectation and dispersion within two adjacent versions of the software are used. Such an approach
allows to significantly reduce time for the analysis of potential problems in case of updates within the
computer network.

The second decision is based on not aggregated input data. It consists of detail information about
all requests, there are data section of the computer network. A threshold criterion is based on durations
in the selected queue. This analysis type allows to diagnose the errors with problem clients.
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Introduction

The paper studies the problem of continuous delivery. It shows how we promote our
software into production more and more effectively. Every version release candidate is
treated as a real productive version. Our understanding of how the Web works has led
us to develop better ways of having machine-to-machine communication. Virtualization
platforms allowed us to provide and resize our machines at will, with infrastructure
automation giving us a way to handle these machines at scale. The main solution is
setting Service Level Agreement (SLA) for testing the system [2].
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1. Infrastructure

In our company we divided all functionality in the service architecture. There are more
than 700 services in our structure: 100 of them are services for users, 50 are for all cloud
administration and 550 of other types. Services are not the smallest unit. In the world
development practice you can find that the concept of microservices is more adaptive.
To transform a services-oriented structure to a microservices-oriented architecture is not
easy [1].

Every month we normally have a new code of all and new services in production with
its own logic with machine to machine communication. Our top management does not
like when the data center grows after the release iteration. That is the main issue for
quality assurance. Every month we have to control the resources which are used by the
code, that is rather complicated as there are more than 700 developers.

2. Logs in the System

All these services have a logging system, which is used by the developers to optimise
their functionality. We use these logs to make issues in our troubleshooting system. But
the data from the logs are so great, that nobody can easily analyze them string by string.

We decided that we would save the operation logs (Fig. 1) only for maximum 3
days, and if we want more, we need some aggregation. The aggregation is based on
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Fig 1. Operation logs

ClickHouse system (Fig. 2) developed by the Yandex team. It is a very fast column-
oriented database for preparing the report. There are 6 stands in the company: two of
them are only for developers, two for testing, one for debugging production database
with a new middleware code and a pre-released stand.



Kirnos V. P.
Threshold Analysis of Request Degradation in the Computer Network 197

N Y aoaoncr sooazots Lviewer
otnakom

B2 (Mpesyuni sampoc )

& Ermmers Or: 09.08.18 00:00 ( 42 234 50w ) 13.08.18 23:50 ( - 84 520 ) 20 spevenn nocrpoess orwéra: 13.08.18 14:58 » Ton 1: 100, Cepamc: Ocuosmoi: cepnc inside

o 5 PublicMsgApi Monywrmlarss 277268 25676 240 11062 926

NomenclatureOffline getNomenclatureS3UUID 261940 5286 069 9246 202
PublicMsgApi.getMessagesChanged 196 453 1446318 10008 736
PublicMsgApi.getMessagesVersion2 152614 4596 428 2174 301
CheckRights AccessAreasISON 133439 791340 1447 593
Mepcona.Mposepurs focrynk Muanory 122848 861779 1640 702
Mepcona MouKonTaxreiCrncox 82257 12871171 10052 156
Mons3ogarens GetCurrentUserlnfo 78772 210898 3451 268
SiteNavigation List 73048 900834 5169 123
310, CnncoxCayxeBhbndranos 73004 4461208 3198 611
NoticeHelpers ListAll 70282 8377315 15651 19
PublicMsgApi.getCountDialogsByFolders 66303 1226689 7100 185
Kondurypaunsiiurepipeiica Extensions 57288 122018 464 213
ProfileServiceMobile ReadPerson 52501 5348179 47730 102
OurOrg GetGSinfo 51034 1128841 5300 277
Mnaropma DopuarMerosa 50715 818 37 002
Event LocalPublish 37081 608435 1635 16
Event ListLentaMainPage 37042 5345657 59956 144
GroupListMain 36989 1120503 181 303
ProfileServiceMobile PersonList 35831 2998 282 5049 837
Tecr3xo 33749 55902 219 166
PublicMsgApi.getAllFoldersDialog 31474 638516 444 203

HawaOpranmzaua ListHeads 31240 1121231 4900 350

PublicMsgApi. Cucok/amenexix Tem 26944 294608 10014 109

MySbisMobile Grouplist 21731 800021 2051 360 Ko« »

Fig 2. Aggregated logs

3. Aggregated Data Method of Analysis

The protocol of M2M communication in the cloud is json-rpc over http by default. Each
service has its own method to communicate with the others. There are more than 60 000
methods of business logic in the cloud.

We are trying to compare methods performance between two major releases. There
are almost more than 60 metrics for comparison. But for us the main metrics are Average
time, Maximum time, Quantity of calls and Summarized time. All methods can be
visualized and after that analyzed by engineers of the performance testing department,
but it usually takes 4 seconds to prepare one figure and 2 seconds to analyze it in a good
situation.

Preparing and analyzing 60 000 will take more than 83 hours of human time. That
is why we try to automate such process.

3.1. Data Preparation

We send a post request to the special service in the cloud, which works with the
ClickHouse database and can prepare the data in readable form for users.

In our case, it is the most difficult work because we use the functionality that
was prepared for table visualization, not for high frequency calls. The bottleneck is
Clickhouse: each request to the service should return to us a file in csv-format with 10
methods and 4 metrics with 10 minute detalization.

3.2. Data Analysis

Python3 is used to analyze data [3]. The guideline for the solution is based on an expected
value (1) and dispersion (2). The expected value (3) must change not more than 50
percent from version to version, and dispersion (4) — not more than 100 percent. For the



Modeauposanue u anaausd ungopmavyuornoz cucmem. T.26, Ne2 (2019)
198 Modeling and Analysis of Information Systems. Vol. 26, No2 (2019)

test environment the dispersion is not indicative.
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After automatic analysis we have more than 3 000 suspicious methods metrics.
There is a trouble connected with the unstability of the test stand. Every time our
developers want to fix some bugs on the stands, this fix sometimes destroys the stand.
We added an alerting database with a SLA trigger for stands. After getting the data from
the logging system and the data of a SLA trigger, we processed the data by a logical
AND.

Stand SLA trigger

08

SLA logic
° °

xxxxxxx

Fig 3. SLA trigger

3.3. Supervision Control

Not all metrics are needed for issue in the bugtracker system. We use supervision analysis
over the automatic one. A quality assessment engineer checks all the suspicious results
after the automatic script. There are also some troubles. At the production we have
seasonal subseries, on the test stands they are not so seasonal. There are periodical peaks
on the images. These peaks are the results of the system update. For better supervision
control we divide all values into percentiles, and plot images of the metric fluctuation
lower than 99th percentile (Fig. 4).

3.4. The Statistics Results

The table 1 shows the result by using the performance analysis.

In versionl we did not use the algorithm on the test stand, and there were a lot of
performance bugs in the production. Version2 was the first attempt without the SLA
database and the percentile division. Version3 is the current result.
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Fig 4. Degradation example

Table 1. Errors per version

version /stand test pre-release production
suspicious metrics / | suspicious metrics/ | suspicious metrics /
1ssues in bugtracker | issues in bugtracker | issues in bugtracker

versionl - - 4 218/18
version2 4571 /25 3213 /15 3 568 / 10
version3 5764 / 34 3319 /10 3211/ 2

4. Operations Log Analysis

This type of logs is not very convenient to analyze [4, 5|. The easiest way is to make
some statistics with small step, less than 10 minutes. That is why we decided to prepare
our statistics by the ClickHouse database based method.

4.1. The Queues

Our system is complicated, and for communication we used queues. The queues are
infinite: we can add a lot of requests. There are three types of queues:

e The main queue.This queue is very important for customers. It is not permissible
if a request is executed more than 2 seconds on production and 4 seconds on the
test stands.

e The service queue. It is a queue that is not very important to customers. It was
made for M2M communication.

e The async queue. This is an asynchronous queue. It is a part of the service queue,
but it uses not all the processes in the service pool of the server’s application (the
service pool is light grey in Fig. 5 and the main pool is dark). This queue was made
for long requests.

4.2. The Main Metrics in Pools

There are three main metrics which we analyze in the queue:
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e Waiting in the queue.This time request is waiting until the worker in the pool

is free for execution (Fig. 6).

e The queue length. This metrics shows us how many requests are in the

queue (Fig. 7).

e Execution time. The main metrics of the request.

e All time in the cloud. This time is the sum of the previous two. The customer
can normally see this time in the browser when the browser is building the page.
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Fig 6. Example of workers pools

All those metrics help us to make a decision what type of request has become the queue

reasoin.

4.3. Queue Analysis

The level for starting queue analysis is 250 ms on the production and 4 000 ms on the

test environment.

To begin our analysis, firstly we build the top on the summarize execution time (Fig. 8).
After that we use correlation between each method in the top and the waiting “func-
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Fig 7. Example of workers pools

tion” (Fig. 6). In 95% the trouble type of requests is in the top-5, but sometimes these
types of request are rather fast and they can be out of the top.

Fpachwu wsweneHus e PENEHN BLITONHEHHS METO0B 8 Tore, . B OCHOBHOM ) yne

Fig 8. Top-10 of the summarize execution time

The statistics by graphics for some QA engineers in our company is not the easiest
way to describe an error to bugtracker, that is why we prefer to add statistics in the
table for the correct decision. Some troubles in the system are connected with the actions
of some users. We use statistics by ip-address to detect such users and to predict user’s
scenario of the bug case.

5. Conclusion and Future Ideas

Here are two solutions that we use to detect troubles in our company. There are still a
lot of issues need to be solved in future:

e The statistics analyzer. The current aggregated solution gives a lot of suspicious
metrics of methods back to the supervisor. It is not very convenient to write a bug.
We need some experiments with other statistic criteria to make better automatic
decisions.

e The queue analyzer. The developers are not satisfied, because we could not give
them the correct user case to reproduce the bug with the queue on the service.
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Annorarnusa. B mannoit pabore paccMaTpuUBaIOTCA CYIIECTBYIOINNE TOIXOIbI K OIMEHKE MTPOM3BO-
JIUTEIbHOCTHA BBIYUCIUTENLHBIX ceTeit. [IpencTaBiena TumoBast CTPyKTypa CETH MPUKJIAIHOTO YPOBHS
mogesn OST Ha npumepe nipustoxkernss CBEHACS (npoaykr Kommnanun Ternsop). asiee paccMOTpeHBI (Ba
TIOIXO/1a, TTO3BOJISIONINE AHAJIM3UPOBATD JIETPAJAIINN BHYTPU CETH Ha OCHOBE arpernpOBAHHBIX JAHHBIX
¥ OIEPATUBHOIO AHAJIM3A.

B ocnoBe niepBoro perenus JeKAT uccaeoBanue Jerpajanuu 6osree 60 000 THIIOB 3aITPOCOB MEKTY
IBYMs COCETHUMHU BEPCUSIMU TIPUJIOXKEHUsI, KOTOpoe paboTaer Ha 6a3e BuIYUCAUTETBHON cerm. Kax-
JBIIf THUII 3aIlPOCOB OIMCBHIBACTCA YE€TBhIPbMdA OCHOBHBIMH METPUKAMH, KazKJasd METPHUKA IIPEJCTABIAECT
coboit BpemenHoit psaa. Ha Bxoa aaroputMmy aHa m3a MOCTYIIAIOT arpernpOBaHHbIE TaHHbIE BHIOOPKAME
o 10 munyT. lasmee uCob3yI0TCs TIOPOTOBbIE KPUTEPHUH, OCHOBAHHBIE HA MATEMATHICCKOM OXKHTAHIH
¥ JIUCIIEPCUU B paMKaX JBYX COCEIHUX BEPCHil IIPOrpaMMHOr0 obecrederus. Takoil Momxo ] I03BOJIsIeT
CYIIIECTBEHHO COKPATUTh BPEMsl JJIsi aHAJN3a MOTEHIUAJIBHBIX MPOOJIeM pyu OOHOBJIEHUSX B BBIUUC/IU-
TEJILHOH CeTu.

WNudopmariust 0 KaxkI0M 3aIpoce Ha TOM WJIA WHOM Y4YaCTKe BBIYMCJIMTEIHHON CETH CJIY?KUT BXO/I-
HBIMHU JAHHBIMU JIJIsi BTOPOTO PeleHusi. B KauecTBe MOPOroBOro KPUTEPHUsi BBIONPAETCS TPOIOJIKUTE b=
HOCTb OXKWJIAHUs B OYepen. JTOT TUI AHAIN3A MO3BOJISIET JTAATHOCTUPOBATH JIe(PEKThI, KOTOPHIE CTa-
HOBSITCsI TPUYUHOM §-00pa3HBIX OYepeieil MPOI0JKUTEILHOCTHIO OT HECKOJBKUX CeKYHIT J10 10 MUHYT.
[Tonobubre medekTh TPaKTUYeCKN He JUArHOCTUPYIOTCS B paMKax I1€PBOrO IOJXO0/IA.
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