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Annorarus. CrarTbs sIBJISIETCsT IPOJIOJIXKEHNEM PabOTHI 0 BO3MOXKHBIX MTOAXOJAX K PEIIeHHIO 3a-
naun «Useful Proof-of-work for blockchains». Mbr npemiaraemMm HEKOTOpbIE aJbTepHATUBHBIE HAIIPABJIE-
HUS TIOWCKA MOJIE3HBIX 33714 JJIsd obecredenns pabOTO, OCHOBAHHBIE HA TOM, UTO IMPOIECC PEIIeHUst
XeI-T'OJIOBOJIOMKHU OJIM30K K MHOTOKPATHOMY HE3aBHCHUMOMY ITOBTOPEHUIO CJIEIYIONIErO SKCIIEPUMEHTA!
IIYCTh 38JIAHO JIOCTATOYHO BOJIBIIOE [T0 MOITHOCTH MHOYKECTBO (HAIIPHMED, COCTOsIIee U3 2™ 3JIEMEHTOB,
JUIS JIOCTATOYHO GOJIBIIOrO 1), TOJLKO HE3HAYUTEJNbHASA 9ACTh JEMEHTOB KOTOPOro 00/1aaeT onpeie-
JIEHHBIM CBOMCTBOM. DKCIIEPUMEHT COCTOUT B PABHOMEPHOM BBIOODE JIEMEHTA U3 ITOrO0 MHOXKECTBA C
MIOCJIEYIONIEN MPOBEPKON HAJMYNA y HErO0 yKA3aHHOTO CBOHCTBA. TakuM 0Opa3oM, MPOIECC PelreHust
XEeI-T'OJIOBOJIOMKH MOXKeT ObITh 3aMEHEH, HAIIPUMED, IOUCKOM PEIKIX aCTPOHOMUYECKUX OOHEKTOB MJIU
[TOMCKOM TO3UIINI UTIPhl [0, YI0BJIETBOPSIONIUX OIIPEIEJIEHHBIM yCJIOBUAsIM. KpoMe TOro, Mbl OIACHIBAEM
BO3MOXKHYIO aTaKy Ha OJIOKYEHH-CHCTEMY, B KOTOPOI AJI'OPUTM IeHepalluu WHIUBULYAJIbHBIX IIPEICTa-
BUTENIEN 33724 11 obecniedeHrns paboTON 3aMEHEH aJITOPUTMOM BBIOOPA MHIWBUIYAJBHBIX TPEICTABU-
Teseil U3 MMeEIoIelics 0a3bl JAHHBIX, CO CTOPOHBI HEJI0OPOCOBECTHBIX ITOCTABIIMKOB WHIINBU/LYAJIHHBIX
IpeJICTABUTEIEH 33/, B CayUae UX MyOJImIHOro cObopa, u 0DCYKIaeM HEKOTOPDhIE CIIOCOOBI 3AIUTHI OT
39TOI aTaku.

KiroueBbie cjoBa: 10Ka3aTeIbCTBO pabOTOM, OJIOKUEH, aJIrOpUTM

s nurupoBanusi: Mypun JI. M., Kuasazes B. H., "K Bompocy ucnoJib30BaHUs <«IOJIE3HBIX» 3aJa4 JJjisi 00ecredeHuns
paboroii 6nokueitn cucrem", Modeauposarue u anaiud unGopmayuornor cucmem, 26:2 (2019), 244-255.

O6 aBToOpax:

Mypun Jyurpuit Muxaiinosud, orcid.org/0000-0002-8068-0784, kamz. dbus.-mMar. Hayk, JoneHTt kadeaps: KBuMMOU,
fApocnasckuit rocymapcrsennsnii yuusepcurer uM. I1.IN lemunosa,

ya. Coserckasi, 14, r. dpocnasnb, 150003 Poccusi, e-mail: nirum87@Qmail.ru

Kusazes Biagnmup Hukonaesud, orcid.org/0000-0003-4967-0825, accucrent kadenpst KBuMMON
Apocnasckuit rocymapcrsennsnii yuusepcurer uM. [1.I. [lemunosa,
ya. Coserckasi, 14, r. fpocnasnb, 150003 Poccusi, e-mail: darknyaz@yandex.ru

1. Mogeans kjJaccmieckoro 0JioK4deitHa

HamomuuM HEKOTOpPBIE OIIpEIe/IeHUs.

Onpenenenne 1. Cucmema Proof-of-Work (PoW) — amo 8 anrzopumma:
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1. Gen(I) — sepoammocmHbIT NOAUHOMUGALHHIT NO BPEMEHU AAZOPUMM, MOAYUAIO-
wutl Ha 8100 d8oUYHOE CA0B0 daurb N — I U 6v600AUULT UHIUBUIYAALHO20 NPED-
cmasumens T1 nexomopot 3adavu.

2. Solve(T1) — aneopumm, pewarowud undusudyasorozo npedcmasumens T'1 u 6vi-
sodawutl (6 caywae 3asepwenus pabomos) e2o pewenue S.

3. Verify(T'I,S) — sepoamnocmmviii NOAUHOMUAAGHDITL N0 BPEMEHU AA20PUMM, TPO-
separuull pewerue S undusudyasvrozo npedcmasumens 3adavu T1.

Anzopumm Solve doasicen umems U36ECMHYIO CAOHCHOCTIDL 6 cpedtem t(n), npuiem A10-
Ovle AN20PUMMDBL CO CAONACHOCTNDIO 6 CPEJHEM, ACUMNMOMUYECKU Menvwed, wem t(n), He
doadicrol evidasame ucmurnoie pewenus 11, a npubiusicennvie pewerus, 6vdasaemoie
MAKUMY GALOPUMMAM, QOAHCHDL ¢ HOALUOT BEPOAMHOCTIDIO OMBEP2ATNBCA ANALOPUMNM
Verify.

Cucrempr PoW, npennasHavdeHHbIe JIjII UCIOJIB30BAHUS B OJIOKUEHH TEXHOJIOIHSIX,

HMEIOT HEeCKOJILKO OTJIHYaroleecs omnpesenenne. Mbl GyjeM Ha3blBaTh TaAKHE CHCTEMBI
Proof-of-Work-for-Blockchain (PoWB).

Onpenenenne 2. Cucmema PoW nasweaemcs cucmemoiis PoWB, ecau

1. Aseopumm Gen noayuaem wa 6xod deouunoe ca060 diunvt N — I u Hamypasvroe
yucno — C u 6o3spausaem undusudyaisvhozo npedcmasumens zadavu 11, xax u 6
cucmeme PoW.

2. Caootcrnocms 6 cpednem anzopumma Solve sasucum om exoda C'. Uzmenss C
MOIHCHO YNPABAAMD CAOAHCHOCTIDBIO an20pumma Solve.

Onpenenenune 3. Cucmema PoW waswvieaemesn cucmemoti Useful Proof-of- Work
(UPoW), ecau anzopumm Gen zenepupyem undusudyasbHolT npedcmasumeneti nones-
HLLT 3a npedesamu baokuetna 3a0am.

Anajornaabsiv obpasom BBoguTcs onpeaenenne as cucrem Useful Proof-of-Work-
for-Blockchain (UPoWB).

Onpenenenue 4. Baoxuetin, 6 komopom cucmema PoW aeasemes cucmemots UPoWB,
Mol 6ydem nasvieams UPo W B-b6aokuetinom.

Onpenesienne 5. Baokuwetn (om anen. blockchain, 6yxearvno — «yenowka 6.40K06» ) —
pacmywut cnucox 3anucetl, Ha3veaembr baoKaMU, KoOmopvle Kpunmozpapuiecky ces-
3anvL dpye ¢ dpyzom.

[Ton, knaccudeckum OJIOKYEHHOM MBI, B IEPBYIO OYepe/b, MOHUMaeM OJIOKYelH Cu-
crembl Bitcoin, onmcanuslit B pabore [6], yrpornenHas cxema KOTOPOTO IIpe/ICTaBIeHa Ha
puc. 1. Knaccudecknit OJIOKYEH COCTOUT U3 CJICIYIONINX KOMIIOHEHTOB:

1. Cucrema PoWB. Cucrema PoWB obecrieauBaer (popmupoBanue 6JI0KOB ¢ OIIpe-
JEJIeHHOH IepUOJANIHOCTHIO.
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Puc. 1: Knaccndecknit 610K49eiin
Fig. 1: Classical blockchain

2. Tpanzaknus. B cucreme Bitcoin Tpanzakiuu XxpaHaT HHGOPMAIUIO O TIEPEBOIAX
JIeHeXKHBIX CpecTB. B 00ImeM ciydae 3TO HEKOTOPBIE JaHHBIE, Ubs IE€TOCTHOCTD
U ayTEeHTUIHOCTH 00ECTIeUMBAIOTCS C TIOMOIIBIO JIEKTPOHHON mommucn. TpaH3ak-
AN JIeJISITCA Ha JIBa BUIA: Henodmeepotcdennovie U nodmeepocdennuie. Ilpu coszma-
HAM TPaAH3aKIAA CINTAETCS HEIOATBEePXKIeHHOM. JI1s1 nm3MeHeHnsT BUIA TpaH3aK-
1Usl JIOJIZKHA OBITH CBsA3aHa ¢ OJIOKOM, a OJIOK, B CBOIO OYepelb, JHOJIZKEH BOWTU B
«ITOOEIUBITYIO» TIETIOYKY OJIOKOB.

3. Buaok. Cocrout u3 3arojoBka 0JIOKa U CIHCKA, BOIIEIINX B OJIOK TPaH3aKIIUIL.
CoyKuT Jij1si 00€CIIe9eHHOI0 BBITUCIUTE/ILHOM pabOTOM MOATBEPKICHUS TPAH3aK-
U TyTeM UX KPUITOrpahuIecKoro ¢BA3bIBaHNUsA ¢ OJIOKOM C TIOMOIIBIO aJITOPUTMA,
Solve cucrembl POWB. Kaxiprit 6,10k Kpurirorpaduideck CBA3aH C ITPe by M
0J10KOM, TaKIM 00pa30oM, OJIOKH 00pa3yioT CBI3aHHBIN CIIMCOK — OA0KYEUH.

4. Baokueiin-cetb. [Ipejcrasisier coboit pacupe/ie/IeHHY 0 BBIIUCTUTE/THHYIO CHCTE-
MY, BBIYHCJUTEIbHBIE Y3JIbI KOTOPOI MPAKTHIECKNA BCE BPEMsl PENIaloT WHIUBULY-
aJbHbIX npejcTaBuTeseir T'1 3aga4d cucrembl POWB J1s1 mojarBepKieHns TpaH3ak-
I U TePUOMIecK OOMEHIBAIOTCI MeXK Ty co0oit nHdopMaIueil B 1e/IgX CHHXPO-
HUBAIUIN U aKTYaJIU3alliy JTAaHHBIX O CTeHEPUPOBAHHBIX OJIOKAX.

OtmernmM, 9710 OJIOKUIEHH-CeTh OOBITHO pa30uBaeTCs Ha BBIYUC/INTE/IbHBIE KJIACTEPhI
(mMyJIBI), B KQ’KJIOM U3 KOTOPBIX PEIIAeTCs OJUH ¥ TOT YKe WHJINBH/LYa bHbINA [PeICTaBy-
TeJib 3a/1a9u. [lycTh O10KueiiH-ceTh 00/IaIaeT 3aBUCAIIEH OT BpEMEH! BBLIYUCIUTETHHOMN
morHocThI0 M (t) 1 B MOMeHT Bpemenu ¢ cymiectByeT K (1) Ki1acTepoB, KazK/blil X KOTO-
pBbIX 001a/18€T HICHTHMUKATOPOM — IHCIOM U3 MHOXKecTBa {1, ..., K (t)}, u i-it k1acTep
001a1aeT BBIMUCIUTEIBHON MOITHOCTBI0 M, (t). Boranciaurenbias MOITHOCTD OIOK -
cetn M(t) = Zfi(f) M;(t), HO BBIMHCIUTEIbHAS MOIIHOCTD, HAIIDABJICHHAS HA DEIICHUE
OJIHOTO MHJMBUJLYaJIbHOTO IpejcTapuTens 11, He IPEeBOCXOJANT MaXi|<i<k|(i) M;(t).

Takzke B KazKJI0M KJjacrepe (a BO3MOYKHO U Ha KazKJIOM BBIUHCJIUTETHHOM y3J1€) Xpa-
HUTCS KOMUS MENOYKN OJIOKOB, IMOITOMY IO CYTH OHA SBJISETCH PacHpeesieHHOi 6a30it
JMaHHBIX. B KaxKJ10M BBIYUCIUTETHHOM KJIacTepe B MOMEHT BpeMeHU ¢ MozKeT (popMupo-
BaTbCsl COOCTBEHHDIN OJIOK JIjIi XPAHUMOI TEIMOYKU OJIOKOB, HO IIPU IOJIyYIEeHUU B IIPO-
1ecce 0OMeHa ¢ JIPYTUMHU KJjacTepaMu nHMopMalyuu o 60Jiee JIJIMHHON TeIoYKe OJI0KOB,
KJIacTep 00d3aH MEePEeKJTIOUNThCA Ha PAdOTy C Hell, OTKA3aBIINChL OT PE3YJILTaTOB CBOEI
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npeabyieit paboTel. OHOBPEMEHHO MOXKET CYIIECTBOBATH HECKOIHKO PA3JIUUHBIX I1e-
oYeK OJIOKOB, HO JIJIMHA KaXKJI0r0 aJIbTePHATHBHOIO OTBETBJICHUSI OT OCHOBHOM IEIIOTKHI
He MOKeT TIPEBBIIAaTh HeKOTOPoil BesmauHbl ()(t). Bpemenn, 3a koropoe dopMupyrorcst
Q(t) 6JI0KOB, JOJIZKHO OBITH JOCTATOYHO JIJI OTOBEINEHUS BCEX KJIACTEPOB O HAJIMYUH
GoJiee JITMHHOM Nenouku (s 610K YeitH-cucrembl Bitcoin Ha MOMEHT HAIMCAHUS CTATHU
Q(t) = 6). Takum ob6pazoM, OJHOTO OJIOKA JJIsI TOATBEPXKICHNUST TPAH3aKINK PaboToi
HeI0CTAaTOIHO. T'paH3aKIng CINTAeTCs MOATBEPXKIACHHON B CIydae, ecii OHA BKJIIOUEHa,
B 6JIOK, 3a KOTOPBIM Obl1a copMupoBaHa Tenodka u3 ((t) 6I0KOB. DTO ¢AeaaHo st
YMEHBIIIeHUsI BEPOSTHOCTH aTaKW JBOWHOrO pacxojoBaHust [6).

2. O HEKOTOPbLIX aJiIbT€pPpHATHNBaX X€EIII-I'OJIOBOJIOMKAaM

B kauecTBe 3aj1a9 jiut obecriedenust paboToil B KJIacCHIeCcKOM OJIOKYeiiHe NCIIOIb3YI0TCs
33191 [TOUCKa JTBOMYIHOTO CJIOBA, Xelll-3HAUYeHNE OT KOTOPOI'o 00/1a/1aeT Olpe/ e/ IeHHBIMEI
CBOMCTBAME XeII-TOJIOBOJIOMKH. B KadecTBe mnpumepa Mbl pacCMOTPUM BapUAHT XeIll-
T'OJIOBOJIOMOK, JIJIs KOTOPOT'O Xelll-3HavYeHue JIOJ2KHO UMETh HadaJIo U3 He MeHee [y HyJiei
(B GoJtee «3TACTHYHOM» BapHaHTe Xelll-3HadYeHWe JOJZKHO ObITh acCOIMUPOBAHO C HATY-
PaJIbHBIM YHUCJIOM MEHBIIUM, YeM lp). 1 U ly SIBJISIFOTCS yIPaBJISIIONIUME [TapaMeTpaMu
OJIOKYEIH-CUCTEMbI, OTBEYAIONINME 38 CJIOXKHOCTH peNaeMbIX WHINBUIYaJIbHBIX ITPe-
craBUTesIeH XeI-roJI0BOJIOMOK.

Wcrionb3oBanne XeI-roI0BOJI0MOK B OJIOKUEHiH-CHUCTeMAaX ITO3BOJISIET PEITUTD JIBE IJIaB-
HblE 3aJa4i: KPUITOrpadudeckn MpUBA3aTh TPAH3AKIUN K OJIOKY U 00eCIednTb TpaH-
3aKIUU BBIYUCIUTEIbHON padboToii. OOpaTuM BHUMAHHE, UTO 9TU 38191 MOT'YT PEeIIaThCs
pasHbIMU criocobamMu (He 00si3aTe/IbHO UCKATh METOJIbI PEIleHnst 06ernX 3aJ1a4 Cpasy, s
KasKJI0M 331491 MOXKeT ObITh IPeJJIOXKeH CBOil BapuaHT perennst). OCHOBHBIM HeJ0CTAT-
KOM XEII-T'OJIOBOJIOMOK SIBJII€TCS UX OECIOJIE3HOCTH 3a Mpejie/iaMu OJIOKIEHH-CUCTEM.

Paccmorpum 6ostee 1o ipoOHO MTPOIECC peIeHus Xell-roJI0BOJIOMKH.

[Iyers H : {0,1}" — {0,1}"™ gaBisiercst KauecTBeHHOI Kpunrorpaduyeckoil Xeri-
dyukimeit. BeixogHoe pacipejesienne, mopoxkaemoe GyHKiueit H Ha paBHOMEPHOM
Bxoze — H(U,), rue U, — ciryqaiinas BesimanHa, paBHOMEPHO pactpeesnentast Ha {0, 1},
JIOJI?KHO OBITh BBITUC/IMTETLHO HEPA3IUINMO C PABHOMEDHBIM PACIIPEIeICHIEeM HA MHO-
xkecree {0,1}™. Ilpu pereHnu Xem-rojgoBoJIOMKN (32 HEMMEHHEM XOPOIIUX aJrOPUT-
MOB DEIICHUs, CYIIECTBEHHO OTJIMYAIONINXCS OT Iepebopa) HeoOXOJAUMO MHOTOKPATHO
BBIOMpATH apryMeHT Xell-(PyHKIUA T U HPOBEPSTH, YJIOBJIETBOPSET JI Xell-3HAUeHUe
y = H(x) ycioBUIO TOJIOBOJIOMKH. DTOT TpoIece GJU30K K MHOTOKPATHOMY ITOBTOpE-
HUIO SKCIIEPUMEHTA C PABHOMEPHBIM BBIOOPOM ¥y <— Uy, 1 1ocjeyomneit mpoBepKoil Toro,
VZIOBJIETBOPSIET JIK STOT 3JIEMEHT YCJIOBUIO TOJOBOJIOMKH. [Ipn sT0M MHO)KecTBO {0, 1}
JIEJIATCST Ha 2 TTOJMHOKECTBA. DJIeMEeHThI IEPBOI0 TOIMHOYKECTBA, YIOBIETBOPSIOT YCJIO-
BUSIM TOJIOBOJIOMKH, & 9JIEMEHTBI BTOPOT0 — HeT (HAIpuMep, Bce JIBOMIHBIE CJI0BA JJIHHBI
M JIeJISITCS HA Te, KOTOPBIe UMEIOT HA4YaJ0 U3 [ HyJieii, 1 Te, KOTOpble He UMEIOT).

CrietoBaTeIbHO, Y KaXKI0I0 SKCIIEPUMEHTA €CTh JIBa BO3MOXKHBIX MCXO0J1a U CIyJaiiHas
BesimarHa X, KOTOpas IMPUHUMAaeT 3HadeHne 1 ¢ BEPOATHOCTBIO p B CJIydae YCIIENTHOI'O
3aBeplIleHnst KcrepuMenTa u ) — B IPOTUBHOM CJIydae (€ BEPOSITHOCTBIO ¢ = 1 —p), uMe-
et pacipejeneaune bepuysuin. Onpegenum caydaiiHyo BeuIuHy Y, KOTOpas IPUHIMAET
3HAYEHNE, PABHOE HOMEPY IEPBOTO «yCIeXay. JTa CaydaiiHas BeJIMIMHA UMEET TeOMeT-
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puueckoe pacupesenenue: Pr[Y = n| = ¢"~'p u maremaruueckoe oxunanne E[Y] = %.
Taxum 06pa3oM, B CpeJHeM HaM HEOOXOJMMO IIPOBECTH 1—1) SKCIEPUMEHTOB JI0 HOJTy IeHHUST
nepBoro ycrexa. Torga, eciam Mbl CJIydaifHO ¥ PaBHOMEPHO BBIOMPAEM CJIOBO JIJIMHBI 71,
TO BEPOATHOCTH BLIGPATH CJIOBO, MMEIOIIEe HAYAI0 U3 || HyJIeil, COCTAaBIAeT p = -k

-, U B
2l
cpeJIHeM TIepBoe TaKoe CJIOBO MbI BhIOepeM depes 21 sKCIeprMeHTOB.

[To mammbiM caiita www.blockchain.com, mjts 6s10k4eitn cucrembr Bitcoin aucio mpo-
BOJIMMBIX SKCIIEPUMEHTOB ITPU PEINIEHNH XeII-T0J0BOJIOMOK jocturasio B 2017 roxy 3,6 *
10%2 ~ 276 |2]. TIpu sTOM TIOpsiiKa 27 SKCHEPUMEHTOB MOTJIN ObITH HPOBEICHbBI Ha OJJHOM
kyacrepe [3].

[IpearmoiozKuM, 9TO MBI UCCIEyeM HEKOTOPble OObEKThl UJIN (PU3MIECKHUE ITPOIIEC-
CBbI, IPUYEM UHTEPEC JIJIs UCCICIOBAHUS MPEJICTABISIOT IPE3BbIYANIHO PeIKue COOBITHS
(HampuMep, BCTPEYAIONINECs € BEPOATHOCTBIO P = 2%1) Torna sroboe BHOBBL OOHADY-
JKEeHHOe COOBITHE MOIJIO Obl BBICTYIIATH B KadecTBe obecredeHus pabOTON i HEKOTO-
poii 6s1ok4eitn cucteMbl. Hampumep, jiist 6s10k4eitn cucrembl Bitcoin takumu obbekTamu
MOTJIH OBI CJTy?KUTH aCTPOHOMUYECKUE OOBEKThI, 00JIa IAI0NTe OCOOBIMU, PEJIKUMU CBOII-
cTBaMu (UUCJIO 3Be3)1 B HAOJIOJaeMbIX TaJaKTHKaX IO OIEHKaM cocTapiger ~ 1023 u
obHapy KeHrne O0BEKTOB, O0JIAIAIONINX PEJIKIMI CBOHCTBaMU, HAIIPUMED, DU aHAJIN3e
CHUMKOB, CJIEJIAHHBIX KOCMHYECKUMH TeJIeCKOITaMu, MOIJIO Obl 0OeCrevYnBaTh TPaH3aK-
U BBIYUCIUTEIBHON paboToii), 06beKThl BOSHUKAOIINE DU U3YIEHUH 3JIEMEHTaPHBIX
gacTul (pejKue COObITHS, BBISIBJISEMbIE MPU aHAJN3€ TPEKOB YACTHUII, MOJIYyIAeMBbIX C
HIOMOIIBIO JIPOHHOTO KoJLIaiijiepa), yI0BJIEeTBOPSIONIE 0OCOObIM YCIOBUSIM MTAXMATHBIE
naprun (onenka ux umcaa ~ 1020 [4]) wim mosumuu (onmenka nx wmema ~ 104 [4]),
nosunuy Urpbl [0 (OleHKa WX 9HcjIa JiIs UIPOBOrO mojis pasmepom 19 Ha 19 KieTok
~ 101 |5]) u apyrue.

[Ipu sToM anroput™m Gen JOJKEH YKa3bIBATH HA HEKOTOPBI MAaCCUB JIAHHBIX, B KO-
TOPOM JIOJIZKEH OCYIIECTBIISITHCS TIOMCK PEJKOrO COOBITUSI MU SBJICHUST (HAIIPUMED, HA
KOHKPETHBI CHUMOK WJIM IIOJIMHOXKECTBO CHUMKOB, C/I€JIaHHBIX KOCMUYECKUMU TEJIECKO-
IaMu, UJIA MHOYKECTBO ITaXMATHBIX MapTU, HAYUHAOIIETOCS C ONPeIeJIeHHOI TTOCIe10-
BATEJILHOCTU XOJIOB, U Tak jajee). Ajropurm Solve HpousBOIUT 1epebGop 00HEKTOB 13
MaccuBa JaHubiX. JlerepmunupoBannbiii agroput™m Verify mnposepsier, 9T0 0OHADPYIKEH-
HBIT OOBEKT JeCTBUTE/IHHO YIOBIETBOPSAET HEOOXOIUMbBIM TPEOOBAHUSIM.

[ToBTOpHOE MCIIOTBE30BAHTE OHOTO U TOT'O K€ 00bEKTa MOXKHO UCKJIIOYUThH, OCYIIECTB-
JIgS TOUCK 110 paHee OOHAPYKEHHBIM 00beKTaM, IMOCKOJIbKY IOATBEP:KIeHUEe padoTOoit
oTpedyeT MyOJUKAINK JIAHHBIX 00 0OHAPYKEHHOM O0bEKTE.

3. HeKOTOpre 110 XO0/Jdbl K ITIOCTPOEHNIO

UPoW B-o6Jtok4eiina

B srom pazjesie Mbl onmieM BO3MOXKHYIO aTaKky Ha OJJOKYEH cucTeMy, TPeJJIOXKEHHYTO
B [1], co cTOPOHBI HEJOOPOCOBECTHBIX MOCTABIINKOB UHJIUBHLYAbHBIX IPEeJICTaBUTe el
3a/1a49 B cjIydae UX MyOJMIHOro cObopa, u 00CYJIUM HEKOTOPBIE CIIOCOOBI 3aIUTHI OT 3TOi
ATaKM.



Mypuu 1. M., Kuazes B. H.
K Bompocy ucrosib3oBaHust «IOJIE3HBIX» 3ajad JJIst obecliedeHusi paboToil B 6JIOKYeiH cucreMax 249

3.1. Pazpaborannas mojseiab UPoWB-6so0kueiina

Harmra nnest mocrpoenusi cucrembl UPoWB ocHoBana Ha oTkasze oT ajaropurma «IreHepa-
nny Gen WHANBUIyAILHOTO pejicTaBuTend 3a/1a49u cuctrembl UPoWDB. BmecTo sToro mbt
Ipe/iroaraeM, 9To nMeercs 6a3a JaHHBIX UHINBUYaJIbHBIX IIPEICTABATEIEH TOIE3HBIX
3aj1a4 (HAPUMED, MOJIYUIEHHBIX B XOJIe IIPAKTUIECKON JesdTesibHOCTH). B 6a3e jmaHHBIX B
nporiecce mpe1oopaboTKM HEOOXOIMMO BBIOPATh TAKUX WHJIMBUJIYAJHHBIX MPEJICTaBUTE-
JIeii, perreHne KOTOPhIX MOXKHO IIPUHSITH B KadecTBe obectievenust paboroit. To ecTh nHu-
BU/LyaJIbHBIX IIPEJICTABUTEEH, PellieHrne KOTOPhIX JIOJIZKHO MOTPEeOOBATDH CYIIECTBEHHBIX
BBIYUCIUTE/ILHBIX PECYypcoB. MBI camTaeM, 9TO HEKOTOPBIH aJroputm Solve pelreHus
WHJINBUJLyaJIbHBIX [PEJICTaBUTE e ABJISIeTCs ODIIEN3BECTHBIM (HAIIPUMED, JJIst 33189 13
kinacca NP B kauecrBe Takoro ajropurma Moxer BbicTynarh SAT-periaress), mostomy
BCe y3JIbl OJIOKUEHH-CeTH NMEIOT BO3MOXKHOCTDH PENIaTh WHIUBHIYAIbLHBIX IIPEICTaBUTE-
seit. TakzKe MBI caUTaeM, 9TO pelleHne WHINBUIYaIbHOIO IIPEJICTABUTEIS 3a1aIl MOXK-
HO OTHOCHUTEJIHLHO OBICTPO TIPOBEPUTH € MOMOIIBI0 agroputma Verify (4ro, ecrecTBeHHO,
BBIIIOJIHEHO J1JIst 33184 u3 Kiacca NP).
KomrmonenTsl pazpaboTanHoro 6Jjiok4eiina:

1-4. Comajator ¢ KoMnoreHTaMu 1-4 Kiaccuaeckoro 6Jokaeiina (cm. paszen 1.), 3a uc-
KJIFOUEHUEM TOro, YTO B OJIOK M JiepeBo MepKiia MOryT BKJIIOUAThCs TPeOyomiue
PelleHns] UH/MBH/yaJIbHBIE IPEJICTABUTE/H OJIE3HBIX 3a/1a4.

5. Baza maHHBIX MHINBU/IYAJIBHBIX ITPEJICTaBUTEIEl IMToJIe3HbIX 3a4a4. B Oaze
JIAHHBIX COJIEPXKATCA WHIUBUJIYAIbHBIE TTPEJICTABUTE/IN MOJIE3HBIX 3aja4d TPeOyIo-
Iye periennsi. Basy JaHHBIX MOXKHO CUUTATb OTKPBITBIM PECYPCOM, HAXOJISAIITAM-
cd TI0JT YIIPaBJIeHUEM TPEThell JIOBEpEHHON CTOPOHBI — AaJMHUHHUCTPATOpPa 0a3bI
JaHHBIX. AjaMuHucrparopa 0as3bl JAHHBIX MOXKHO pacCMaTpUBATh Kak ITyOJIMd-
Hblii cepBuc. llepesr oTKpBITON MyOIMKaIMeil NWHINBUIYAJbHBIX IIpEJICTaBUTE el
[POBOJIATCS UX IPEeBapUTEIbHbIH aHammn3 (Ipe1o6paboTKa), 0T KOTOpoit TpebyeT-
¢ UCKJIIOYEHNE U3 PACCMOTPEHNA JIETKUX WHANBUIYAJIbHBIX IIpEJICTaBUTENEH 1, 110
BO3MOKHOCTH, BBIOOD IPEJICTABUTEICH, KOTOPbIE MOI'YT OBITh PEIIeHbI 3a OIpeJie-
JIEHHBIII UHTEPBaJI BPEMEHH CUCTEMO OJIOKIeiiH.

3.2. Araka Ha cucTeMy CO CTOPOHBI HeJJO0OPOCOBECTHBIX
ITOCTABIMUKOB 33,124

B pabore [1| npe/jiozkeHbl HEKOTOPbIE TIOXO/IbI K UCHOJIb30BaHui0 NP-TI0JIHBIX 3a/1a9 B
KadecTBe 3aja4 s obecriedenns paboroil. B omHoM m3 momxo/ioB rpejiaraercs hop-
MHPOBaTh 6a3y JAHHBIX UHINBUIYAJbHBIX IIPEJICTABUTE/ICH 3a/1ad /10 00eCIIedeHsT pa-
00TOll U3 «BHENIHUX» MCTOYHUKOB. [Ipm 3TOoM B yKazaHHOil paboTe HEABHO IIpeIIoJia-
rajach Jimbo J0OPOCOBECTHOCTD MOCTABIINKOB (MCTOYHUKOB) 3a/1ad, JTMOO JOCTATOYHAS
CHJIa AJTOPUTMa YIIPABJIEHUS CJIOXKHOCTBIO 3a/1ad, MO3BOJIAIONIAS HCKJIOUATh U3 Pac-
CMOTPEHUS 381891 HEI00POCOBECTHBIX TTOCTABIIUKOB. Kc/m HU OJIHO M3 9THX YCJIOBUN
He 00ecIevunBaeTcs, TO CJIe/lyeT YUUTBIBATH OINUCAHHYIO Jlajiee araky. byjeM cuuTarb,
4YTO MHAUBHU/IyaJIbHbIE IIPEJACTaBUTE/IN HE3aBUCUMO U PaBHOMEPHO BbI6I/IpaIOTCH 13 MHO-
KeCTBa AJOCTYIIHBIX [JId PEHICHHA MHANBUAYAJIbHBIX Hpe,ZLCTaBI/ITeJ'IeIU/I, HaXOOAIINXCA B
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6aze maHHbIX. BBI60p MOXKeT OBITH OCHOBaH Ha MHMOPMAIUN U3 TEKYIIETro 0J10Ka. Byiem
CYUTATH, YTO OH 3ABUCHUT OT BBIOPAHHBIX TPAH3AKIINA.

[IpeamookuM, 9TO B Ka9eCTBE MCTOTHUKA 3a/1a9 MOYKET BBICTYIATH 3JI0YMBIILICH-
nuk. Torma nma obecnievyenus pabOTON 3JI0YMBINIJIEHHIK MOXKET BBIOMPATH WHJIUBHLY-
AJIBHBIX TPeJICTaBUTeNell 3a/1ad, KOTOPbIe IIPOCTHI JIJI PeIlleHnsi, MAaCKUPOBATH UX IIOJ
UH/IUBU/IYAJILHBIX TIPEJICTaBUTEICH O0IEro MOI0KEHUs U MIPEJIJIATATh UX JIJIsl BKJIIOUEHU S
B 0a3y jaHHBIX. TO ecTh 3JIOYMBINIJIEHHUK MOYKET IbITAThCS MPEJJIAraTh JIjisd BKJIIOTE-
Husl B 0a3y JIAaHHBIX WHIWBU/IyaJIbHBIX [IPEJCTABUTEIEH ¢ M3BECTHBIMU €My CEKPEeTaMu.
Hanpumep, 3710yMBIITIEHHIK MOXKET BBIOpATh WHINBU/IYAJBHOIO IIPEJICTABUTEN 3a/a-
YU O PIOK3aKe, MMEIOIIEro CBePXPACTYIUil BEKTOP HJIM BEKTOP C MAJION TJIOTHOCTBHIO,
3aMaCKUPOBATH €ro € MOMOIIBIO CUIBLHOTO MOJIYJIbHOIO YMHOXKEHUsI (MJIH JIPYTOro IIpe-
obpasoBaHusi) U MPEJJIOKUTE /IS BKJIIOYEHUS B 623y JIAHHBIX.

[Ipu 3TOM 3/I0YMBINIIEHHUK, ¢ HAIIEH TOYKU 3PEHMsT, MOYKET IPEC/Ie/IOBATD JIBE TIeJIH:

1. Tpusuasvras. 3aKIF0IaETCS B MMOJTYIEHUN BBITOIBI OT (hopMupoBanust O10Ka. [1pn
BBIOODE JJTst 0DectieveHns paboTo NMHINBIIYAJIHHOTO IIPEJICTABUTE S, /IJIs1 KOTOPOTO 3710~
YMBIIIJIEHHUKY M3BECTEH CEKPET, OH (3JI0YMBIIICHHUK ) TIOJIy9IaeT MPEUMYIIECTBO B CKO-
poctu hopMupoBanus 6JIOKA.

2. Ocnosnas. [lonydenne BbITOIBI OT OBICTPOro (POPMUPOBAHUS AJTHLTEPHATUBHOM I1e-
MOYKN <«TSZKeJIbIX» OJIOKOB. Ecju 1M0o/si MHIUBUIyaIbHBIX MPEJICTABUTE el ¢ ceKpeTa-
MU, U3BECTHBIMU 3JI0YMBINIJIEHHUKY, B 0a3e JTJaHHBIX JOCTATOTHO BEJIMKa, TO 3TO obecrre-
YUBAET BBICOKYIO BEPOSATHOCTH BBIOOPA BBITOJHBIX 3JI0YMBIIIIEHHUKY WHIMBU/TYaTbHBIX
peJicTaBuTes el 11 obecrievdeHus paboTOol, U 3JI0YMBIIIJIEHHUK MOJIYYaeT BO3MOXKHOCTH
ObICTPOro (bOPMUPOBAHUS JIOCTATOYHO JIJIMHHON AJIbTEPHATHUBHON MEIMIOYKH «TIKEJIBIX»
6JI0KOB (IIOHSATHE «TsZKeJblit» GJOK BBeseHO B pabote [1]).

Pacemorpum ciydaitayto Besmmunny X', KoTopasi IpUHAMAET 3HaYeHe 1 ¢ BEPOSITHO-
CTBIO P', eCTi BBIOpAH WHIUBUIYaIbHBIN [TPEICTABUTE b 381891 C CEKPETOM, M3BECTHBIM
3JI0yMbINIEHHUKY, 1 ) — B IpoTHBHOM ciiydae (¢ BeposTHOCThIO ¢ = 1 — p'). BHOBB
ciydaitnas esmanna X' umeer pacupejenenue bepuysum. CooTBeTCTBEHHO, CilydaiiHas
BesinurHa Y| KOTOpas MPUHUMAET 3HAUEHNe PAaBHOE HOMEPY IIEPBOro «ycrexa» (TO eCThb
BBIOODY MH/MBUIYaJIbHOTO TIPEJICTABUTEIIS ¢ CEKPETOM, H3BECTHBIM 3JI0YMBIIIJIEHHUKY ),
NMeeT TeoMeTpuIeckoe pacipesesienne. Maremarndeckoe OKUIaHIe CIyIailHON BTN~
ubl E[Y'] = ;%' Ecan E[Y'] << E[Y], T0 3JI0yMBIIIJICHHAK CJIEIYIOMUM 00pPa30M MOZKeT
OBICTPO CPOPMUPOBATD MEMOUKY «TAXKEJIBIX» OJIOKOB.

3JI0YMBINIJIEHHUK CJIy9aifHbIM 00pa30M BBIOMPAET HEIOATBEPIKICHHbIE TPAH3AKIINN
JIUTsT IPUBSI3KK K GJIOKY, €CJIi BBIOOD OKa3bIBAETCsI HEYJAdHBIM (TO €CTh JIsi TOJIyYeH-
HO# BBIOOPKHU TpPaH3aKIMi acCONUUPOBAHHDBIN WHINBU/yaIbHBIH IIPEJICTABUTE/L HE 00-
JIaJIaeT CeKPETOM, M3BECTHBIM 3JI0YMBIIIEHHUKY ), TO 3J7I0YMBIIIEHHUK BBIOUpAET HOBOE
MHOXKECTBO Tpanzakiuii. [IockobKy cpejiHee 9nuc/io SKCIIepUMEHTOB, HEOOXOIUMBIX JIJIst
BBIOODA MH/MBUJIyaJILHOTO IpejicTaBuTesIs ¢ cekperoM F[Y'], 3HaUNTEIbHO MEHbIIe, YeM
CpeJiHee 9UC/I0 9KCIEPUMEHTOB, HeOOXOAMMBIX JIJIsI PEIeH st Xel-roJoBoaoMkn E[Y], To
3JIOYMBIIIJIEHHUK MOJIy4YaeT CYIeCTBEHHOEe TPENMYIIECTBO TPU (POPMUPOBAHUN TETIOIKI
«TAZKEJIBIX» OJIOKOB.

Ipumep 1. [lycmov Mol ucnosv3yem 0as Gopmuposanus «ie2kurs OA0K06 Tel-204060-
AOMKYU C YCAOBUEM, MO TEW-3HAYEHUE DONACHO UMEMD Ha4aA0 u3 1y nyaetd. [Ipedno-
AOHCUM, YO 3A0YMOUACHHUK MOACEM, 00ECNENUMD CUMYAUUIO, NPU KOMOPOT U3 6ce20
MHOHCECTNBA JOCYNHOIT OAS PEUEHUA OAOKUETH-CemU UHOUBUIYANOHLLT NPEICTNABU-
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menet )-domz umeem uzeecmmuvie emy cexpemul (poly(ly) — mexomopwiti nosurom

1
poly(ly
om ly ). Toeda <uecmmomys noasb3068aMeEA0 0L POPMUPOBAHUA 00H020 <A€2K0205 OA0KA
6 cpednem mpebyemes 21 sKenepuMenmos, mpexr «aeekuT»> 6A0K06, IKCUCANCHMHBIT 00-
nomy «masiceaomy» baoky (6 coomeememeuu c [1]), — 3 -2, a saoymvauaermuxy daa

popmuposanus 00nozo «msaicenozos baoka mpebyemesa poly(ly) + 24 sxenepumenmos.

st nocruzkenust obenx riesieii (0coGeHHO BTOPOI T1€JIH ) 3JI0Y MbIIILJIEHHIKY HEOOXO0,TH-
MO JIOOUTBCsI, YTOOBI JI0JIsI IPUHATHIX B 0a3y JAHHBIX WHINBUIYAJIbHBIX IIPEJICTaBUTE e
C U3BECTHBIMU €My CeKpeTaMMn 6bIJIa OY€Hb BeJIUKa. ECJH/I MbI HE MO2KEM pa3/IndaTb MHIN-
BUJIYaJIbHBIX IIpe/CcTaBUTesIeil ¢ ceKkperaMu (I/IJH/I, BO3MOKHO, O0J1ee MUPOKHe MHOKECTBa,
UHAUBUAYAJIBHBIX IIPEJICTaBUTEIeH, IIOAMHOXKECTBAMU KOTOPBIX ABJIAI0TCA UHAUBUYAJIb-
HBIE TIPEJICTABUTENN C CeKPeTaMn) OT 3aJad OD0IIEero MOJIOKEHHs Ha STare yIpaBIeHs
CJIO?KHOCTBIO 3aJ1a4 (B [IPOTUBHOM CJIydae, [pU OOHAPYKEHUU OHU TOJIJIEZKAT MUCKJIIOYe-
HUIO U3 paCCMOTpeHI/Iﬂ), TO HEOOXOJUMO IPEJJIOKUTH UHBIE CIIOCOOBI ITPOTUBO/IEHCTBUS
PACCMOTPEHHON aTake.

3.3. HeKOTOpre CITOCOOBI 3allnuTbl OT ONNCAHHOI aTaKu

Ornmcannasi B IpeIbLIyIEM pa3jese araka UMeeT MOTUB B BUJE yBEINIEHHOTO BO3HA-
IPaKJICHAS 38 «TS2KeJblii» OJIOK U BO3MOXKHA OJIarojaps TOMY, 9TO 3JI0YMBIILICHHUK,
3HAs PeIeHrne UHIUBUYAJILHOTO TIPEJICTABUTENsI ¢ M3BECTHBIM €My CEKPETOM, MOYKET
edunoAuHO CHOPMUPOBATDH «TszKebIii» 610K (Kak omucano B [1]).

O tHUM 13 BOBMOYKHBIX CIIOCOOOB 3AIIUTHI OT OIMUCAHHON aTaK! MOYKET SIBJISITHCS Mac-
KHPOBAHUE TIOJIyIeHHON OT MOCTABIINKA 3a/1a91 aIMIHICTPATOPOM 0a3bl JAHHBIX WH/IU-
BUJIyaJIbHBIX [IPEJICTABUTE I TOIE3HBIX 3a/1a4d. Hampumep, o1y YeHHbIi OT TOCTABIIIKA,
UHIUBU/YAJIbHBIN [TPEJICTABUTE/Ib TTOJIE3HON 3a/1a91 MOYKET ObITh MOJTHHOMHUAJIBHO CBE-
JIEH B 38/1a9y BBITOJTHUMOCTH OYJIeBOil (hOPMYJIBI, B IIOJIyYeHHO (hOPMYJIe OCYIIeCTBICHA
caydaiiHas 3aMeHa U CiIydaiiHasi IepecTaHOBKA IE€PEMEHHBIX, BO3MOYKHO, ¢ PaCKPBITHU-
eM CKODOK W/ BBIHECEHUEM OTJETbHBIX 3JIEMEHTOB 3a CKOOKHU. J[OTOHUTE/IHHO MOXKHO
CBECTHU TOJIYIE€HHOTO WH/IUBU/IYAJBHOIO MIPEJCTABUTEIS 381211 BBITOJTHUMOCTH B UHYO
(ciyuaitro BeIOpanHyto) NP-mosHyo 3a1ady ¢ HOCIEIYIONMM CBeJIeHUEM B BBITOJIHI-
MOCTh. ONUCAHHBII CITOCOO MOXKET CYIIECTBEHHO 3aTPY/IHUTDH 3JIOYMBIIIICHHUKY TTOUCK
«CBOUX» WHJIMBUJYAJIbHBIX IpejicTaBuTesieil. OqHako oH 00/1a/1aeT HEKOTOPBIMU HEJIO-
crarkamMu. Bo-11epBbIX, Mbl HE MOXKEM FapaHTUPOBATH, YTO HE CYIIECTBYET WHIUBUJLY-
AJIbHBIX IPEJICTABUTE/IEH, COXPAHSIONNX OIMPEIeIeHHYI0 CTPYKTYPY IOC/Ie YKA3aHHBIX
IpeobpPa30BaAHNI, TO3BOIAIONTYI0 3(MMHEKTUBHO YCTAHOBUTD CBSI3b C MCXO/HBIM WH/IUBU-
JlyaJIbHBIM TIpeJIcTaBuTe/IeM. BO-BTODBIX, yKa3aHHbIE TPEOOPA30BaHUs MOTYT IPUBOJIUAT
K YBEJUYICHUIO PAZMEPHOCTH WHUBU/YATHHOTO MTPEJICTABUTEIS.

Jleast 6eCCMBIC/IEHHO OCHOBHYIO TI€/Th 310y MBIIIIJIEHHUKA, MOXKHO TIOTPE0OBATH, UTO-
OBl «TsizKesbIey 610K (POPMUPOBAJIICH PEJIKO, HATIPUMED, He Jaiile, YeM ojuH Ha Q(t)+1
610K0B, e Q(t) Takoe ke, Kak B paszjene 1. B 9ToM cirydae He TOJBKO 3JI0YMBIILICH-
HIUK, HO U BCe KJiacTepbl (y3I1bl) 6I0KIeHH-CeTH JUMAITCS BOSMOXKHOCTH CTPOUT TIETI0Y-
KU «TSKEJIbIX» OJI0KOB. [Ipr 9TOM 3/I0yMBIIIJIEHHIK COXPAHIET BO3MOXKHOCTD MTOJIYIUTh
BBITOJy OT (DOPMUPOBAHUS OJIHOTO «TsKeJIOro» OJioKa. U BBe/ieHIE IJIATHI 3a pPelleHne
3aj1aun (OT MOCTABIIUKA WHIMBH/IYAJLHOIO MPEJICTABATEsI — DEIIUBIIEMY 3a/ady) He
UCIPABJISICT CUTYAINH, MOCKOJIBKY 3JIOYMBIIIJICHHIK B 9TOM CJIydae 3allJIaTUT cam cebe.
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MbI BHIIM OCHOBHBIM CIIOCOOOM 3aIIIUTHI OT OMUCAHHON B IPEJBIIYIIEM pa3ese aTa-
KU U3MEHEHUE CXeMbl MOTHBAIIUI CO3/IaHIs «TszKeI0ro» 610Ka. B [1] mpemmaramsocs ocra-
BHUTDH B OJIOKYEH CHCTEME KaK «JIETKHe», TaK U «TsKesble» Ookn. IIpu sTom «jierkmes
OJIOKM UCIIOJIb30BAJIMCH B KaueCcTBE CBOeOOPA3HOro MeTpoHOMa. B M3MeHeHHOl cxeme MbI
noTpedyeM, 9ToObl KasKJIblii OJIOK HeC IOJIE3HYI0 HAIpPy3KY, TO €CTb OBbLT «TszKEeIbIM».
CooTBeTcTBeHHO 3a (QOPMHUPOBAHUE KarKIOr0 OJIOKa yCTaHABIUBAETCS (DUKCUPOBAHHAS
mwiaTa. Kpome 3Toro, Mbl pasbeIUHIM IIPOIECC PEIleHns WHINBUIYaIbHOIO IIPEJICTaBH-
TeJIst TIOJIE3HOM 33/1a91 1 1Tpotiece popMupoBanust 6,10Ka. A IMEHHO, MBI IOTPeOyeM, ITO-
ObI peleHne UHIUBUyaIbHOTO IIPEJICTaBUTEA U3 6a3bl JTaHHBIX ITIyOJIMKOBAJIOCH B Ha3e
JIAHHBIX BMECTE C MOIUChI0 aMuHucTpaTopa. C TOUKM 3peHus KOMIIOHEHTOB OJIOKUIeiiH
HOTPeOYIOTCsT HEOOIbIINE U3MEHEHHST: B OJI0KE JIOJI2KHO IMOSIBUTHCS TOJIE JIJIs TIOIINCH a1
MHUHHUCTpATOpa 0a3bl JJAaHHBIX, & B caMoiil 6a3e JIaHHBIX JOJI2KHBI Oy Iy T IIyOJIMKOBATHCA HE
TOJIBKO MHIMBUIyAJIbHbBIE IIPEICTABUTEIN, HO U UX PEIIeHHsI, TIOAINCAHHbBIE 9JIeKTPOHHOI
MOJIIIICHIO0 8 IMAHACTPATOPA.

O6o3naunm vepe3 Info(Block) undopmaruio, KoTopoit Gyer gocTaTouHo ist hop-
mupoBanust 6joka (Hanpumep, Info(Block) mMoxkeT cocTosiTh U3 yKazaTess Ha Ipe/Ibi-
Jyiuit 6J10K, KOpHs JepeBa Mepkia u crnimcka Tpan3akiuii). OTMeTHM, YTO Mbl TaK¥Ke
ucnosbzyeM Info(Block) syist BeIGOpa MHIMBUIYAIBLHOTO MPEJICTABUTEISI U3 OAa3bl JIAH-
HBIX (HAIpUMEp, MOKHO HCIO0JIb30BaTh Xen-3aadenne or Info(Block) mimm ero wactu B
KavyecTBe yKasaress Ha WHIMBUYaJbHOTO MpeJCcTaBuTeNs B Oase naHHbIX). [IpuBemem
boJiee popMaTIbHBIN aJropuT™M (GOPMUPOBAHUS «TsIzKEJIOr0» OJIOKa B MOAMMUIITPOBAH-
HOM OJIOKUeiiHe.

Pentenne mHAMBU/IyaJIbHOTO HPEICTABUTEJIS:

1. Beibpars ¢ momorpio Info(Block) wmnausummyanbHoro mpejcraBuresiss u3 6a3bl
JIAHHBIX (HAIpUMeD, CIIocoboM, OIucaHHbBIM B [1]).

2. PemmTb MHAMBUYAILHOTO MPEJICTABUTESA MOJIE3HON 3a/a4i U HAIPABUTL pelle-
HEEe BMecTe ¢ nH(opMalieil 0 pereHHOM WHIMBU/LYAJILHOM IIpejicTaBuTese u ¢hop-
mupyemom 6j10ke Info(Block) B 6a3y jaHHBIX.

3. Ilocne myGnukaruu perieHus B 6a3e JJAHHBIX WHIUBHUYaJbHBIH ITPEICTABUTEH
CUYNTAETCS PEIICHHBIM.

AvuHECTpaTOp 0a3bl JIAHHBIX, MOJIydas MPEJJIAraeMble PEMIeHUs, MOXKEeT IO/IIU-
ChbIBaTh UX W IYOJIMKOBATL, OCTABJIAA IMPOBEPKY IMPABUJIBHOCTH PEIICHUI KjacTepaM
ostokveitH-ceTn. TakzKe aJIMUHUCTPATOPA MOYKHO HaJeJUTh (DYHKIHMEN MPOBEPKHU IIpa-
BIWIHHOCTH pelrtenusi. B 3ToM ciydae aJIMIHUCTPATOD IIPOBEPSET IIPAaBUILHOCTH BLIOOpa
UH/IUBUJIYAJILHOTO MPEJICTABUTE S )it (POPMUPYEMOro OJIOKA U MPABUJIBLHOCTH CAMOT'O
pemenus. Ecii perenne BepHO, TO MOAIUCHIBAET €TI0 U TYOJUKYET.

®opmupoBaHue 6JioKa:
1. Bribpars omyOmkoBanHOe B 6a3e JIAHHBIX PEIeHHE.
2. IlyreMm perenust XeI-rojloBOJIOMKI ¢hopMUPOBATH OJIOK, B KOTOPOM COJIEPIKUTCS

nH(MOpMAIA O PEMIEHHOM WH/IUBU/IYAJLHOM IIPEJICTABUTENE, €TI0 PEIeHne U MO~
UCh aJIMUHUCTPATOPa O6a3bl JTAHHDBIX.
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Takum obpazom, J11000i KiracTep MOXKET 3aKOHUYUTH (POPMUPOBAHKE «TsIZKEJIOr0» OJI0-
K&, PEIIUB CTAH/IAPTHYIO XeI-TOJIOBOJIOMKY JIjIf OIyOJTMKOBAHHOIO B Oa3e JIaHHLIX OJI0-
Ka, CBSI3AHHOTO C PEIeHHBIM WHIMBUIya bHBIM MpeJCTaBuTeIeM. TaK Kak TOJIINChH /-
MUHHUCTPATOPA TPYIHO CIIPOTHO3UPOBATD 3apaHee, 3JI0yMbIIIJICHHUK He OyeT 0bJiaaTh
[IPEUMYTIECTBOM B (DOPMUPOBAHUK «TszKeJI0ro» OJioka. Puc. 2 mwiunocrpupyer Haiie pe-
IIeHNe.

Baza maHHBIX MHAMBU/IYAJbHBIX IIPEJACTABATEIEN 3a1a4

I/IH,Z[I/IBI/I,Z[yaJ'II)HI)Ie InmpeacraBuTeJind 3aJav

((f5.23)) ((fa,20)) ((f5. 5))

Pelmtennus MHANBUAYaJIbHBIX Hpe,Z[CTaBPITeJIeﬁ 3ada4

[Solvefl(an% [Solvef2($2)]

Baok,, (f1,71) Biokn 11 (f2,2)
3aroJoBok 6JI0Ka, 3aroJyioBoOK 0JI0Kay, 11
cre —— H(BJ‘IOKn_l)J [Solvefi(xl) : > H (Biok,,)
[KopeHb JepeBa MepK.na] [NonC;JJ [KopeHb JepeBa MepKna)
T
[ Tpauzakiun ) ( Tpauzakmu ]

Puc. 2: Mogenb paspaborannoro UPoW B-6iiok4eitna. PucyHnok mittocrpupyer
HEBO3MOYKHOCTH (hopMHUpOBaHUSA N + 1 OJI0Ka, TaK KaK acCOIMUPOBAHHAS C HUM 3aJa9a
elre He TPOIILIa IPOBEPKY aJIMHHUCTPATOPOM 0A3bl JTAHHBIX WHIUBUTYATHHBIX
[peJICTaBUTE el TOJIE3HBIX 3a/1a1
Fig. 2: UPoWB-blockchain model. The picture illustrates the impossibility of forming
n + 1 block since the associated task did not pass the check of individual
representatives of useful tasks database administrator yet

B nannom citydae MOXKHO JIUIITUTE CMBICTIA JJOCTUYKEHUE TPUBUAJIBHOM TIE/TN 310y MbITII-
JIEHHUKA ITyTeM YCTAHOBJIEHUs 00S3aTeTbHON OIIATHl PeIleHs NHINBIIYaJIbHOTO IIPE/I-
CTABUTEJIS €r0 MOCTABIINKOM. YTOOBI M30€KaTh BBIIIATH BO3HATIDAYKIEHUS 3JI0YMbIIII-
JIEHHUKOM ce0e caMOMy, YacThb BO3HAIDAXKJIEHUsS MOYKHO aJIPECOBATH AJIMUHUCTPATOPY
6a3bl JaHHbIX. TakuM 00pa3oM, 1mocje omnyO/JIMKOBAHUS PEIIeHUs KJIACTep, IPeI0CTABUB-
Uil BEpHOE PeIlleHne, ToIydaeT 3a 9TO HArpa/Ly, Olpe/leJIEHHYIO ITOCTABIIUKOM IS CO-
OTBETCTBYIOIMIETO UHIUBU/LYAJIHHOTO IIPEJICTABUTEIIA.

OrmerumM, 9TO B MOAMMDUIINPOBAHHOM OJIOKUEITHEe B KAUeCTBE TI0JIE3HON HATPY3KU MO-
I'YT BBICTYTIATH 3814491 JII000# cioykHOoCTH. OTHAKO B OHOM MHTEPBAJIE BpDEMEHN HEO0DXO-
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JIIMO ODECTIeYUTh JIOCTYITHOCTD JIJIsl PENeHns] MHINBHUIYAIbHBIX ITPEICTaBUTEIeH, MeIO-
MUX TPUOJIM3UTETHHO OJIMHAKOBYIO CJIOYKHOCTD.

4. 3akiaodyenne. O «MIrHOBEHHOIT» CJIO2KHOCTH 3aJia4

B zak/iodenue Mbl XOTUM OTMETUTH, YTO TEXHOJIOTUs OJIOKYEHH MO3BOISAET CTABUTH BO-
MIPOC O «MIHOBEHHO» CJIOXKHOCTH peraeMbxX 3a/1a49. PakTu4aecku, Jijid odecredeHus pa-
60TO# HaM HEOOXOIMM WHJIMBHIYAJIbHBII MPEJICTABUTEb, PelleHne KOTOPOro MbI I'OTO-
Bbl IIPUHSATH B KadecTBE TAKOro obecledeHMs B TEKYIIEM BPEeMEHHOM WHTepBaJje. Bme
9TOT0 MHTEPBAJIA MOIYT IIOMEHATHCS KaK BHYTPeHHUE (DaKTOPBI, HAIIPUMED, MOITHOCTH
OJIOKYeliH-ceTH, TaK U BHeITHUEe (DAKTOPhI, HaIpuMep, OyaeT pa3zpaboTaH HOBBIN cylie-
CTBEHHO 0oJiee OBICTPLIN AJTOPUTM JIJIsi PEIICHUs] WHJIUBUIYAJILHBIX ITPEJICTABUTEICH
orpesesieHHOro Bujia. C TOUKM 3peHnst KJIACCHIeCKON TEOPUH CJIOYKHOCTU KarKIbIN MH/TH-
BUJIyaJIbHBI TpejcTaBuTesb perraercs 3a BpeMs O(1). C Touky 3peHnst «MTHOBEHHO »
CJIOYKHOCTH HAM HeoOXo/inM H0Jiee TOUHBIH aHAJIN3 YHUC/Ia [Ar0B aJITOPUTMOB, PEIIAIONTUX
WHJIMBU/IYAJIBHBIX ITPEJICTABUTEIeH 3a1a4.
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Abstract. This paper is a logical continuation of the paper about possible approaches to solving the
“Useful Proof-of-work for blockchains” problem. We suggest some alternative ways for searching useful
tasks for Proof-of-work systems. These ways are based on the process of the multiple and independent
repetition of a simple experiment. The experiment is to chose an element independently and uniformly
from a quite large set and then to check if the chosen element has a specific rare property. In the
classic blockchain of Bitcoin this experiment is a so-called hash-puzzle. In these terms the process of
solving a hash-puzzle may be replaced by searching rare astronomical objects or Go positions with
specific conditions. Moreover, we describe a possible attack on the blockchain systems in which the
task instance generation algorithm is replaced by the algorithm of selecting the task instance from the
existing database with public access for publication of task instances and discuss the way of protection.
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