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In this paper we consider the software architecture of InnoChain, a distributed ledger system (DLS) with 5 levels of formal
verification, including a formally-verified underlying operating system (OS). The objective of this architecture is to achieve a
higher level of DLS dependability compared to more traditional software architectures and quality assurance (QA) methods.
The architecture of InnoChain includes (1) a programming language for smart contracts which is a domain-specific language
with formal semantics embedded into CakeML, which is a functional language of the ML family; this allows

us to carry out formal verification of smart contracts’ correctness properties using higher-order logic systems, such as HOL4;
(2) trusted compilation of smart contracts into the machine code using the verified compiler available for CakeML, rather
than relying on a virtual machine for execution of smart contracts; (3) using CakeML for implementation of InnoChain
node functionality which allows for formal verification of code correctness and trusted compilation into the machine code;
(4) formal verification of the consensus protocol used InnoChain, namely HotStuff BFT; (5) using seL4, a formally-verified
microkernel, as the underlying OS for InnoChain instead of more traditional general-purpose OSes such as Linux. The
proposed verified architecture will allow InnoChain to be used in mission-critical applications, such as the decentralized
Aircraft Fuelling Control System which is currently under development for JSC Aeroflot, the Russian national air carrier.

Keywords: distributed ledger systems; formal verification; HOL4; CakeML; seL4

INFORMATION ABOUT THE AUTHORS

Leonid Al’bertovich Merkin-Janson | orcid.org/0000-0002-8427-2200. E-mail: L merkin@innopolis.ru
correspondence author | Professor, Doctor of Mathematics, Delft University of Technology, Dr.
Ruslan Maratovich Rezin | orcid.org/0000-0002-0604-2645. E-mail: r.rezin@innopolis.ru
Head expert in formal verification methods at Innopolis University, Master degree in
Computer Science, MSc.
Nikolay Konstantinovich Vasilyev | orcid.org/0000-0003-3112-5482. E-mail: n.vasilev@innopolis.ru
Lead Developer.

Funding: Ministry of Digital Development, Communications and Mass Media of the Russian Federation and Russian Venture
Company (Agreement No. 004/20 dd. 20.03.2020, IGK 0000000007119P190002).

For citation: L. A. Merkin-Janson, R. M. Rezin, and N. K. Vasilyev, “Architecture of the Formally-Verified Distributed Ledger System
InnoChain”, Modeling and analysis of information systems, vol. 27, no. 4, pp. 472-487, 2020.

© Merkin-Janson L. A., Rezin R. M., Vasilyev N.K., 2020
This is an open access article under the CC BY license (https://creativecommons.org/licenses/by/4.0/).

472


http://www.mais-journal.ru
https://doi.org/10.18255/1818-1015-2020-4-472-487
https://orcid.org/0000-0002-8427-2200
mailto:l.merkin@innopolis.ru
https://orcid.org/0000-0002-0604-2645
mailto:r.rezin@innopolis.ru
https://orcid.org/0000-0003-3112-5482
mailto:n.vasilev@innopolis.ru
https://creativecommons.org/licenses/by/4.0/

MOAENINPOBAHUE N AHATN3 MHPOPMALIMOHHBLIX CNCTEM, TOM 27, Ne 4, 2020

/
,7? ’ CanT XypHana: www.mais-journal.ru
UL

lnormation Sysem: THEORY OF COMPUTING

Apxurexkrypa popManbHO-BepuUPUIMPOBAHHON CHCTEMBI

pacupeneneHHoro peecrpa InnoChain
JI. A. Mepkun', P. M. Pesun', H. K. Bacuipes'* DOL: 10.18255/1818-1015-2020-4-472-487

lYHI/IBepCI/ITeT Wunononuc, YHuBepcurerckad, a.1, r. Muromomuc, 420500 Poccns.
’HaimoHaNbHBI MCCIIeOBATENbCKILI YHuUBepcuTeT «BpICIIas IIKoJa 9KOHOMMKM», Y. MacHunkas, a. 20, . Mocksa, 101000
Poccust.

YIK 519.7 Tonyuena 17 HosOps 2020 r.
Hayunas cratbs IToce mopaborku 3 gexabpst 2020 T.
IToTHBIM TEKCT Ha PYCCKOM SI3BIKE [IpunsTa K ny6aukanuu 16 nexadps 2020 r.

B Hacrosiieit paboTe paccMaTpyBaeTcs apXuUTeKTypa cucreMsl pacrpenenenHoro peectpa (CPP) InnoChain. OcuoBHoI
LIeJIBI0 9TOI APXUTEKTYPHI ABJSIETCS pean3yeMOCThb 5-TU YpoBHell opManbHO BepupUKaIM IPOTPaMMHOTO obecIIe-
uenus (IIO) cucremsr InnoChain, BKiIrouast orepauyoHHoe OKpy>xeHue. Metons! GopManbHOI BepupUKAIMU SBISIOTCS
OCHOBHBIMI MeTomaMmu obecreueHus: kadecTa 110 ¢ KpurmuecknMu TpeGOBAaHMAMI II0 HANEXHOCTHU, HO JO CUX IIOp
OHM He Haxomuu mupokoro npumerenus B CPP. Apxurekrypa InnoChain Bxirouaer (1) mpegMeTHO-OpUeHTUPOBAHHBII
S3BIK CMapT-KOHTPAKTOB ¢ (OpMaJIBbHO CEMaHTMKOIL, BCTPOCHHBIN B GyHKIMOHANBHBII 13bIK CakeML (quayekT si3bIka
ML), 4TO IO3BOJIAET OCYILECTBIATH (POPMAIBHYIO BepI(IKALIIO CBOVICTB KOPPEKTHOCTY CMapT-KOHTPAKTOB B CUCTEMAX
Joruky BeIcuInx nopsakos (Hampumep, HOL4); (2) BepudmimpoBaHHY0 TPaHCIALIO CMapT-KOHTPAKTOB B MalllVH-
HBII KOX C Mcronb3oBaHneM kommmistopa CakeML BMecTo MCIIOIB30BaHNMS BUPTYaJIbHBIX MAIIMH IS UCIIOJHEHMS
CMapT-KOHTPAKTOB; (3) peasmsauuio ¢pyukumonana ysna CPP raxxe Ha CakeML ¢ popmanbHOIT Bepudukanmeir CBOMICTB
KOPPEKTHOCTH 1 C BepuUIMPOBAHHON TPaHCISIIMEN MCXOJHOIO KOJa y3Ja B MAIlIMHHBII KOX; (4) popMabHyI0 Bepu-
¢ukanmio nporokoia koucercyca CPP (HotStuff BFT); (5) ucrons3oBanne ¢popManbHO-BeprupULIMPOBAHHOIO MUKPOAAPA
seL4 B kauecTBe oneparmoHHoro okpyxeuus CPP BmecTo omepaumoHHBIX crcTeM oblero HasHadeHus. [Ipeqiaraemast
apXUTEKTypa OTKpPhIBaeT BO3MOXHOCTH s ucrnoiabs3oBaHus CPP InnoChain B kpurmueckux mo HaqeKHOCTH IIPUIIOKe-
HMSX, B YACTHOCTH, B CUICTEME yIIPaBJIEeHNs 3alIPaBKOil BO3AyIIHbIX cyxoB IIAO Aspoduror.
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Beegenue

Ha ceroguAIIHMIT JeHb cucTeMbI pacnpeneneHHoro peectpa (CPP) HaxomdT cBoe npuMeHeHue B pas-
JIMYHBIX HAIPaBJICHNAIX MHQOPMAIMOHHBIX TEXHOJIOTMII M B PA3IMUHBIX CEKTOpaX SKOHOMUKMN, HauM-
Has ¢ TpaguionHoro st CPP duHaHCOBOTrO cekTopa I 3aKaHUMBasA CIIeHN(PIUecKIMI IPYMEeHeHNIMI
B 00;1aCTV pOOOTOTEXHUKM, TPAHCIIOPTA, CBI3M U MHOTUX Apyrux. B Poccmitckoit $enepaunu Ha rocymap-
crBeHHOM ypoBHe CPP mueHTHdUIIMpOoBaHbI KaK 0J{HA 113 IIPMOPUTETHBIX «CKBO3HBIX» MTHPOPMAIVIOHHBIX
TeXHOJIOTUI, TO €CTh TaKMX, KOTOphble IIPMMEHMMBI NMPAKTMYECKU BO BCEX OTPAC/IAX HAIlMOHAJIBHOI 9KO-
HOMMKI U B cdepe rocyJapCTBEHHOTO YIIPaBICHNA.

CPP mpezcraBisioT co6oil pacmpefesieHHbIe CHCTeMbI, QYHKIVIOHMPYIOIUE B PealbHOM MacCIITa-
6e Bpemenn. K Hamesxaocty CPP (BKiII04ash KOPPEKTHOCTD, 6e30IIaCHOCTD, OTKa30yCTOUMBOCTD M MHBIE
KauyeCTBeHHbIE IIapaMeTpBhl, aCCOLMUpPYeMble ¢ OOILIUM ITOHATHE HAaJeKHOCTY) IPeIbABISIOTCI 0COOBIe
TpebGoBaHMg. ITO CBA3aHO ¢ TeM, uTo cBolictBa CPP, ¢ 0JJHOJI CTOPOHBI, ITO OIIpeJeIeHNIO 00eCIIeuBAIOT
JOCTYI K JaHHBIM JJI BCEX YUACTHUKOB CUCTeMbI 6e3 OTpaHIUeHNIT, a TAK)Ke COIVIACOBAHHOCTD M I[eJIOCT-
HOCTBb HaHHBIX. C Opyroil CTOpoHLL, 00011 gedekT B ucxogHoM Koge CPP MosxeT 00epHYThCS cepbe3HOI
YA3BMMOCTBIO JJI CHCTE€MBI B LIEJIOM, BBIIY TOTO, UTO HET €AMHON TOUKM JOCTyIa JJIf yCTpaHEeHNs Ipo-
O1eMBl.

«TpamgumoHHBIe» MeTOABI OOecIiedeHN KauecTBa IIPOrpaMMHOT0 obecrieueHNs (HalpuMep, pyuHoe
U aBTOMaTIUeCKOe TeCTUPOBaHNe, ay JUT IPOTrPaMMHOTI0 KOZIa, OTKPBITHIIL JOCTYII K KOXY AJIs COOOIIIeCTBa,
IIPOEKTMPOBaHNeE IT0 KOHTPAKTY) HegoctaTouHo sddexTusubl gt CPP. Hanpumep:

+ TectmpoBaHMe B IpMHIUIIE He MOKET MCIIOIb30BAThCA KAK OCHOBHOII MeTOJ| 0OecIiedeH s HaleK-
HOCTU CHICTeM peanpHOro BpeMeHM, BKmouas CPP, Tak kak HuMKakoi o6beM TecT-KeiicoB He obec-
IeUNT JOCTATOUHOTO ITOKPBITHUSA, BBULY TOTO, UTO BpeMs ABJIdeTCA OMHIM 13 BXOJHBIX IIapaMeTPOB
cucreMsl. Bosee Toro, ucronp3oBaHue TECTMPOBAHNS B KaueCTBe OCHOBHOTO MeTOHa o0ecIieueHNs
HaJle;KHOCTY CHCTEM PeabHOrO BpeMeHM CKopee BpeHO, UeM I10JIe3HO, TaK Kak BefleT K BOSHIKHO-
BEHMIO «JIO)KHOTO UyBCTBA Oe3omacHocTm» [1].

+ AyauT Kopa ¥ IyOIMKaIa OTKPBITOTO IIPOTPAMMHOTO KOJIa ABJIAIOTCA CyOBEKTUBHBIMI METOJAMU
obecrieuenus kadecrsa 10, HaeKHOCTD KOTOPBIX TPYMXHO OLIEHUTH KoInmdecTBeHHO. KpoMe Toro, B
CiIydae OCyIIeCTBIIEHN ayAuTa KOia IIyTeM IIPUBJIeUYeHI CTOPOHHNIX KOMMEPUeCKIX OpraHm3almii
CYILIEeCTBYeT TeopeTIuecKas BO3MOKHOCTb BOSHUKHOBEHNS KOHQIIMKTA MHTEPECOB, BIMAIOLINX Ha
MCXOT ayauTa.

+ MeTomoorus NpoeKTUPOBAHN II0 KOHTPAKTY B L[eJIOM ITI03BOJISIET YIIyUIINTh paHHee OOHapY KeHIe
n usonanmio ommbok I10. Ognako B ciryuae CPP, MHOXecTBeHHBIE y3JIbI CHCTEMBI YacTO 06pabaThI-
BAIOT OJJHI U Te >Ke OJIOK! NaHHBIX. B cilyuae BO3HIMKHOBEHMS OLIMOKM, OHA ITOTEHIIMATBHO MOKET
3aTpOHYTH Bce y3iusl CPP cpasy.

Ha nporsxennn nociaemunx 30 j1eT, OCHOBHOM MeTOJOJIOTMel obecreueHnsT KauecTBa CIUCTEeM PealbHOTO
BpPeMeHI C KPUTUYECKUMMY TPeOOBAHMSIMIU 110 HaeKHOCTU SBIISIOTCS pasinyHble (JopMasbHble METOMB,
HAIIpUMep, MeTOBI POPMATBHOI crlelUKaII, BepuULIMPOBAHHOI AeTalIN3aIII ¥ aBTOMATIIeCKOI
reHepalMy IIPorpaMMHOro Koxa [2].

Onnako B o6mact CPP dopmasbHBIE MEeTOIBI ITOKA OCTAIOTCS MeHee ITOIYJIAPHBIMIL, UeM «TPaTUII-
OHHBIE» MeTOJBI, IlepeunciIeHHble Boiire. OTHIM M3 IIPUMEPOB UCIOIB30BAHMS (GOPMAIBHBIX METONOB
B CPP aBnsercs cucreMa Tezos ¢ mpegMeTHO-cIIennIIECKIM A3BIKOM CMapT-KOHTpakToB Archetype [3],
JOITyCKAIOIIVIM PYUYHYIO I aBTOMAaTUUEeCKYI0 BepI(pUKaLIIO CBOJICTB CMapT-KOHTPAKTOB.

Tem He MeHee ya3Bumocty B CPP MoryT Bo3HMKaTh He TOJIBKO Ha YpPOBHE IIPOTPAMMHOI JIOTMKM
CMapT-KOHTPAKTOB, HO 1 Ha JPYTMX apXMUTEKTYPHBIX YPOBHAX CUCTeMbl HampumMep, IIIMPOKO M3BECTHBI
pasyMuHbIe YA3BUMOCTM B CUCTEMe MCIOJHeHMs cMapT-KoHTpakToB CPP Ethereum, mpoucrekaromue, B
YaCTHOCTH, 3 HapyIIEeHNII 1[eJIOCTHOCTY CTeKa BMPTYyalbHON MAaIIMHBI IIPY HEKOPPEKTHBIX CIieHapMAX
BBI3OBOB peKypcUBHBIX (yHKImit [4]. Kpome Toro, ys3BMMOCTM MOTYT BO3HUKATh B APYTUX (YHKIIO-

474



Architecture of the Formally-Verified Distributed Ledger System InnoChain

HaJBHBIX KOMIIOHEHTaX, oTHOcAmuxcs K y3iy CPP, B mpotokoite koHceHcyca CPP, a Taxke BBUAY OIIMO0OK
B KOJIe OKPY’KE€HUS B KOTOPOM (PYHKIIMOHMPYET U C KOTOPBIM B3auMoaelicTByer y3en cetu CPP, Hanpumep,
B oneparmonHoit cucreme (OC).

Taxum obpasom, ans CPP, npenHasHaueHHBIX IJIS MCIIOJBb30BAHMS B KPUTHMUECKUX 110 HAEKHOCTI
MHAYCTPUATHHBIX IIPUIIOKEHIAX, HEOOXOMMO CUCTeMaTUUeCKOe IPUMeHeH)e MeTON0B (GOpMabHOIL Be-
pudmKanuM He TOJIHKO HA YPOBHE JIOTMKY CMapT-KOHTPAKTOB, HO I HA BCEX BBILLIENIEPEUNCIEHHbIX apX-
TEKTYPHBIX YPOBHSX CUCTEMBL. [JaHHBIN IPUHIUI ObLI [10JI0KeH B ocHOBY apxutekTypsl CPP InnoChain,
KOTOpas B HACTOSII[MIT MOMEHT HaXOQUTCS B cTaguu peanusauuy. OgHO 13 06JacTeil MHAYCTPUATIBHO-
ro npumenenus cucrembl CPP InnoChain sBnsercss pacmpenesieHHast cucteMa yIIpaBIeHNS 3aIllpaBKOI
BO3IYIIHBIX cynoB ITAO «Aspodior».

Hacrosias crates npencrasnser obmyto apxurekrypy CPP InnoChain n meronst dopmanapHOIL Be-
pudmKanun, mpuMeHseMble Ha KaXIOM 13 5-Tu ypoBHell. CTaThsl OpraHmM30BaHa CIeIYIOIIM 06pa3oM.
B pasgese 1 nmpmBomsaTca oOlume cBeeHUA 00 YPOBHAX apXUTEKTYPHOI OpraHmsanuy U GpopMasbHOI
Bepudukanun CPP InnoChain. B pasgene 2 paccmarpuBaercs ¢pyukimonupoBanume CPP InnoChain xak
pacIpemesIeHHO CHCTeMBI peaJbHOr'0 BpeMEHM U BBIOOp IIPOTOKOJIA KOHCeHcyca. B pasmerne 3 paccmar-
pMBAIOTCS BOIIPOCHI BhIOOpa s3bIKa IporpammupoBanus ans peanusanuu CPP InnoChain, B yacraocTH,
JUIS peaymsanuy IpegMeTHO-OPUEeHTUPOBAHHOTO A3bIKa CMapT-KOHTPAKTOB. B pasgene 4 paccmarpusa-
FOTCSI BOIIPOCHI BBHIOOpa BBICOKOHAMEKHOrO orepainoHHoro okpyskerus mis CPP InnoChain. Pasmen 5
NpefacTaBisgeT BEIBOABI ¥ OyOyLIVe 3aaUL.

1. 0630p apxurektypsl CPP InnoChain u ypoBHeit ¢popmanbHoIl Bepudukanmm
1.1. YpoBeHb A3bIKa CMAPT-KOHTPAaKTOB

C touknu 3penus nons3osarens, CPP InnoChain npexncrasiser co6oit pacrpeneleHHYIO gelleHTPaIN-
30BaHHYIO 023y HaHHBIX CO BCTPOEHHBIM S3bIKOM IIPOTPaMMIPOBAaHMS — IIPeMETHO-OPMEHTUPOBAHHBIM
S3BIKOM CMapT-KOHTPAKTOB, KOTOPBIE BBIMONHAKOTCA Ha BceX y3nax CPP m m3MeHSIOT (DOMONHSIIOT) ee
COCTOSHIE.

CMapT-KOHTPAKTHI pa3pabaTeIBAIOTCI Ha IIPeIMETHO-OPMEHTUPOBAHHOM f3bIKe, BCTPOEHHOM B SI3BIK
CakeML [5]. B texywueit Bepcuu CPP InnoChan, Haxomsieiicss B mporiecce pa3paboTKu, B KAUeCTBe A3bIKA
CMapT-KOHTPaKTOB BeIcTymaer caM CakeML. B mepcrexTuBe mpenmnonaraeTcss BO3MOXXHOCT TPAHCISLII
IOPYTUX S3BIKOB IIPOrPaMMUPOBAHNUS B aOCTPAKTHOE CMHTAKCUUECKOe IePEeBO, pealli30BaHHOE B TepMIHAX
koHCTpyKImit si3bika CakeML.

Jl71s1 13BIKA CMapT-KOHTPAKTOB TpebyeTca Hanmyuye GOpMalbHOM CEMAaHTUKI, II03BOJIAIONIEN hopMy-
JIMPOBaTh ¥ OKAa3bIBaTh CBOJICTBa (PYHKIMOHAIBHON KOPPEKTHOCTY CMapT-KOHTPAaKTOB. B uactHOCTH,
¢dopmanpHas onepanioHHass CEMaHTHKa cyliecTByeT s s3bika CakeML.

1.2. YpoBeHb UCIIOJTHEHN CMAPT-KOHTPAKTOB

B 6onpummaCTBe coBpeMeHHBIX CPP, cMapT-KOHTPAKThI TPAHCIUPYIOTCS B GAT-KOJ, MCIIOJIHAEMBI Ha
BUPTYaJIbHOI MalllHe, BXOAAIIell B cocTaB Kakmoro yaina CPP. OgHako peannsariyst TaKoil BUPTYalIbHOI
marnHsl 1 InnoChain notpe6oBasa 6b1, B YaCTHOCTH, paspaboTKu popManIbHON ceMaHTUKY 6aliT-Koga
u popManbHO-BepUPULIMPOBAHHOTO KOMIIMIATOPA U3 A3bIKA CMapT-KOHTPAKTOB B GaiiT-KOZ.

Bmecro atoro, B InnoChain ncronbsayercs mpsiMast TpaHCISILMSI KO CMapT-KOHTPAKTOB (pealn3oBaH-
HbIX Ha a3bike CakeML mium Ha s3wike, BcrpoenHoM B CakeML) B MamumHHBIN KO mporieccopa x86_64
(BO3MOJKHA TaK)Ke TPAHCISILNA B MAIIMHHBI Kox ARM) ¢ ncronb3oBaHmeM BepuUIIIPOBAHHOIO KOM-
muisitopa CakeML. 9to rapanTupyeT GyHKIMOHATBHYIO KOPPEKTHOCTb I'eHEPUPYEeMOro Koaa.

1.3. YposeHs PpyHKINIOHAJA y3JIa

¥Y3en CPP InnoChain ocyectiseT Takue QyHKIUI, KaK CeTeBbIe B3aIMOMIEIICTBIUSA, XPAaHEHIE TEKY-
II[er0 COCTOSIHMSA PacIpee]IeHHOTO peecTpa M MCIIOJIHeHe CMapT-KOHTPAaKToB. PyHKIMOHAI y3Ia TaKxKe
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peanusyercs Ha CakeML, uto nesraer BO3SMOXKHBIM (pOPMAaIbHYIO BepUPUKALNI0 KOPPEKTHOCTI aJITOPIUT-
MOB y3JIa ¥ TeHEPALINIO MAILIMHHOTO KO/a y3JIa € IIOMOIIBI0 GOPMaIbHO-BEpUPULUMPOBAHHOTO KOMITIIISA-
topa CakeML.

1.4. YposeHb nmpoToKoia koHceHcyca CPP

IMeoctHOCTH cocTosHMA HaHHBIX B CPP oGecreunBaeTrcs ¢ IIOMOIIBIO IPOTOKOJIA KOHCEHCYCa, YICTION-
HSIEMOTO y3JIaMI CUCTeMBL. B kauecTBe mpoTokoia koHceHcyca B InnoChain Bei6pan HotStuff BFT [6],
B OTHOILIEHNI KOTOPOT'O OCYIIecTBIeHa GpopMabHas Bepudukaius cBoiictsa Safety (cm. Pasgen 2).

1.5. YpoBeHb onepaniIOHHOIN CIICTEMBbI

Hns BeICOKOHameXHBIX IpuiokeHnii CPP xenaTesbHO MCIIOTb30BaHMe ONIEPAIMIOHHOTO OKPY/KEHN,
KOTOpOe TakKe sBisercs gopmanbHO-BepuduimposanusiM. C aroit nensio, Hapany ¢ OC Linux, 8 CPP
InnoChain mMosxeT MCOIB30BaTHCA HOPMATHHO-BEpUPUIIMPOBAHHOE MUKpOapo sel4 [7]. Bosee mompo6-
HO 3TOT BOIIPOC paccMOTpeH B Paspeie 4.

2. ®YHKIMOHMPOBaAHINE CHCTEMBI PACIIpeeIEeHHOTO peecTpa M BBIOOP MIPOTOKOJIA
KOHCeHcyca

ITox cucremoir pacmpenenaenHoro peectpa (CPP) 06pIuHO ITOHMMAIOT MHOYKECTBO BBIUMCIIMTEIBHBIX
CTaHIMII (Jajee y3JI0B), 00be AMHEHHBIX B OOIIYIO CETh C I[eJIbI0 I3MEHEeHNs eAMTHOT0 COCTOSHIUSA Ha OCHOBE
KOMaH] OT II0JIb30BaTesell cucTeMbl — TpaH3akimil. CTpYKTypsl JaHHBIX, OINCBIBAOIIME COCTOTHIIE 1
tpaHsakuuy CPP, BappupyIoTca B 3aBMCHMOCTH OT LieJIef, AJI KOTOPBIX MCIIONb3YyeTCs CICTeMa.

B ciygae CPP InnoChain, maHHBIE CTPYKTYpBI OIIpeIesIIIOTCI Kak M3o0paskeHo Ha Puc. 1. B cTpykType
MAHHBIX aKKayHTa XpaHUTCH: ugeHTndukarop (accountId), MHOKXECTBO OTKPBITHIX KiIfouell (publicKeys,
IUIS OTIIPAaBKM TPAH3AKIUIL OT MMEHN aKKayHTa ee HeOOXOAMMO IIOJIMCATh KaKIbIM COOTBETCTBYIOIIIM
CEKpPEeTHBIM KJIIOUOM), TMII aKKayHTa (type), KOJIMYeCcTBO TpaH3aKLMII aKKayHTa (nonce), KOJ CMapT-
KOHTpakTa (code), XpaHIINILE MOIOTHUTEIbHBIX NAaHHBIX akKayHTa (storage). B cTpykType maHHBIX
TPaH3aKIUM XpaHUTCA: BpeMd co3gaHud (timestamp), mpeHTNOUKATOP aKKayHTa, OT MMEHIU KOTOPOTO
ormpasieHa TpaHsakuus (from), ngeHTHuUKATOp aKKayHTa IS pa3BepThIBAHMA CMapT-KOHTpaKTa (to),
IIOPAMKOBBINI HOMep TPaH3aKIuM (nonce, KOTOPHIN JOJLKEH COOTBETCTBOBATH IIOJIO Nonce aKKayHTa OT-
IIpaBITeJIST), HAUAIbHOE COCTOSHIE CMAapT-KOHTpakTa (data).

Kax moxHO 3aMeTuTs, cocmosnue CPP onpenensercsa kak yacTuaHasg QyHKIUA S, CTABAINAT B COOTBET-
crBre upeHtTudukaropy B popmare GUID HekoTOpoe 3HaUeHMe CTPYKTYpPBI JaHHBIX Account:

s : GUID — Account (1)

rme GUID = {0,1}!%8

DYHKIMA $ ABJAETCA UACTUYHON BBUJIY TOTO, UTO HE JIJIA KAXKIOTO UAEHTUPUKATOPA MOTYT CYILIECTBO-
BaTh JaHHBIE AKKAYHTA.

Cocrosinme CPP msMeHsieTcss TIPU MCIIONHEHUM TPAH3AKIUI, KOTOPBIE MU ONTUMMBAIMU CKOPO-
ctu ux obpaborky rpynnupywrcs B 6imoku. KoppekrHocts usmenenus cocrosiuuss CPP koHTposupyer-
Csl IPOTOKOJIOM KOHCEHCyca — HabopoM MpaBmi o0OMeHa COOOIIEHMSIMU, KOTOPBIM IOJDKEH CIIEIOBAThH
y3eJ1 IS OIep KaHMsl IPABIIBHOIO COCTOSTHMS cicTeMbl. Ha OCHOBe IPOBENEHHOrO aHAIN3a, IS pe-
anmusauuu B InnoChain 6pu1a BeIOpaHa mHTEpIpeTanus npoTokoia KoHcercyca HotStuff BFT [6] (maree
IIPOTOKOJI KOHCEHCYca) oT nmpoekra Libra [8].

BynmeM HaskIBaTh y3JIbl, KOTOPBIE CIIEAYIOT IIPOTOKOIY KOHCEHCYCa, IPABUIbHEMY, a KOTOPBIE OTKIIO-
HSIOTCSL OT Hero — HeucipaBHuMu. [Ipeanosaraercs, uro N > 3f + 1 y3i0B, rae f - MakcuMaabHOe YMCIO
HENCIIPAaBHBIX Y3JIOB. Y3JIbl, OObeqUHEHHbIE B OOILIYIO CeTh, COINIACYIOT MeXOy OO0Vl M3MeHeHUe CO-
CTOSIHUS PACIIpPeIeJIEHHOTO peecTpa Ha OCHOBe OJIOKOB TpaH3aKIuil. Tak:ke Ipeoiaraercs, uTo BEPHO
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Account

+ accountld: GUID

State + publicKeys: Set<PublicKey>

+ type: UInt8
+ nonce: UInt32

+ code: Optional<Bytes>

+ storage: [Key: Value]

Transaction

+ timestamp: UInt64

+ from: GUID
N| + to: Optional<GUID>
Block
+ type: UInt8
+ nonce: UInt32
+ data: Bytes
Fig. 1. Principal data structures of the InnoChain Puc. 1. OcHOBHble CTPYKTYpbl AaHHbIX CPP
distributed ledger system InnoChain

YCIJIOBIE YACTUYHON CMHXPOHHOCTY: BpeMs JOCTaBKM COOOIIEHsI OT OQHOTO y3JIa PYTOMY He IIPEBOCXO-
out A riociie HeKOTOporo MomeHTa Bpemenu crabunnsauuu cetu (GST, Global Stabilization Time). Hakoner,
CUMTaeM, UTO BEIUMCIUTEIHHO MOIIIHOCTH y3JIa HEZOCTATOYHO ISl TOTO, UTOOBI «B3JI0MATh» JIEKTPOHHO-
unpOBYIO HOAMICH VIIM HAWITH KOJUIN3NIO X31I-GyHKIun. Ecian onucaHHble IPeAIIONoKeHUsT BEPHBI, TO
IOOJDKHO TapaHTMPOBATHCS, UTO IIPOTOKOJ KOHCEHCYCa yIOBIeTBOpsieT cBojicTBaM Safety u Liveness. Safety
TOBOPUT O TOM, UTO JJIA ABYX PA3INMUHBIX IPABUJIBHBIX Y3JIOB CYIIIECTBYeT MOMEHT BpeMeHU t > GST,
KOT[[a II0CJIeJOBaTeIbHOCTY IIPUHATHIX MMM 6JI0OKOB COBIIAAYT, & IO 9TOT0 MOMEHTAa OJHA II0CIeJ0BaTeNb-
HOCTb fBJIAeTCA NpeduKcoM Apyroii. CBOJICTBO Liveness 03HaUaeT, YTO €CIIV IIPABUIIBHBIN Y3 IOy
TPaH3aKUMIO, KOTOPAs He MIPOTUBOPEUUT COCTOSTHIUIO CETH, TO 00S3aTeIbHO y31aMu Oy aeT IPUHAT HOBBI
6JIOK, KOTOPBIT MI3BMEHNUT COCTOSTHIIE CETH.

O6o03Haunm uepe3 S MHOKeCTBO BceBO3MOKHBIX cocTossauit CPP. Torma mopx ucrmoinHeHMeM TpaH-
3aKIMM MOXKHO IOHUMATh PYHKIMIO E, KoTOpas mpeobpasyer TpaH3aKIMIO U IIPeABINYIee COCTOSHIE B
HoBoe cocrostane CPP:

E : TransactionxS — S (2)

ITox cMapT-KOHTPAKTOM OOBIUHO IIOHMMAIOT IIPOTPaMMy, HAIIMCAHHYIO Ha CIIELMaIbHOM sI3bIKe IIPO-
IrpaMMUpPOBaHMS I AeLleHTpaIn30BaHHOro ucnonHeHns y3namu CPP. CropoHHue paspaboTUMKy MMEIOT
BO3MO>XHOCTB pa3BepHYTh HOBbIE CMapT-KOHTPAKTHI B yike 3amyIienHolr cetu CPP. Ilpu sTom MammeHbIT
KOJI, ITIOJTYUeHHBIII IT0CJIe KOMIMIIALMY IIPOrPaMMBL, ¥ HaYaJIbHOE COCTOSHIE CMapT-KOHTPaKTa COXpaHd-
I0TCSI B CTPYKType OaHHBIX COOTBeTCTBYIollero akkayHTa CPP. [laHHBI MalllMHHBIN KOJ 3arpy’KaeTcs B
IIaMATh U BBINIOJHSETCS Y3JIOM IIPU VICIIOJTHEHUM CIIeIMAJIbHBIX TPAaH3aKLUIL, COXEp KaIllX CUTHATYPY
GYHKIMY cMapT-KOHTPAKTa I ITapaMeTphI IJII ee BbI30Ba.

BaxapIM mpomeccoM mpu o6paboTke BBISOBOB CMapT-KOHTpPAKTa SBJISETCS 3arpy3Ka M MCIIOJHEHIe
KOJa CMapT-KOHTpakTa. BBUAy TOTO, UTO Y3/ MOTYT paboTaTh B pa3HOM OKPY>KeHIMU (HaIIpuMep, MCIIONb-
30BaTh pa3HbIe OIlepAIIOHHBIE CUCTEMBI), CO3aHNe OTAEIBHOrOo IIpoLecca CMapT-KOHTPaKTa I Ilepefaya
eMy yIpaBJeH)s IJIS BBIIOJHEHNSI QyHKIMI aBTOMATUUECK) YCTaHABJINMBAeT 3aBUICUMOCTh KOPPEKTHO-
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cTi paboThI IIPOrpaMMBI OT ee OKpykeHms. ITo 9Tovl mpuumHe Hambosee MOMYJIAPHBIM ITOAXOOOM I
JICIIOJTHEHUSI CMAPT-KOHTPAKTOB SBJISIETCS UX MHTEPIIPETALNS CIIEHMATBHO pa3paboTaHHON BUPTYallb-
HOJI MaiHoi. Boiee Toro, cymecrsytor CPP, mns xoropbix 6puia BepuduimpoBana GyHKIMOHATbHASL
KOPPEKTHOCTh BUPTYAIbHOJ MAIIVHBEL. TeM He MeHee, JaHHBIN MOLXOM He rapaHTUPYET KOPPEKTHOCTh
B3ayMopeiicTBuA Mexxay ysinoMm CPP m omepalimoHHON cuCTeMOil, HalIpuMep, Ui Iepefauy SaHHBIX
no cetu. B pasgene 4 paccMarpuBaeTcs BOSMOKHOCTD JCIIOTIB30BaHMsI (GOPMAIBHO BepupUIIIPOBAHHOI
OIlepaI[MOHHOI CUCTEMBI, UTO JeslaeT BO3MOXKHBIM JICIIOJIB30BaHME IIEPBOTO IIOAXOMAA MJIS MCIIOIHEHI
CMapT-KOHTPAKTOB, a TaAK)Ke yBEINUMBAET HAEXHOCTh B3aMMOLEVICTBYSI MEXXIy IIPOL[ECCOM Y3ja U OIle-
PauOHHON CUCTEMOIL.

OpHako ITOMMMO VICIIOIH30BaHMUS HAIEKHOI OIepaIiiOHHO CUCTeMbI, HeOOXOOMMO TaKXe obecIe-
UNTh QYHKIMOHAJIBHYIO KOPPEKTHOCTh pabOTHI y3JIa ¥ CMapT-KOHTPAKTOB. [[J1 JOCTV KeHMs JaHHOI LieIu
He0OXOIMMO BIOpATh HAGOP MHCTPYMEHTOB (GOpPMaNbHOI BepUPIMKAIIMY ¥ ITOAXOMIIIIIL A 9TOTO A3BIK
nporpammupoBanus. Kak 6ymer mokasaHo B paspene 3, Hamboiiee MOAXONIINM HA MOMEHT HAIMCAHUS
paboTs! sBuseTcs A3bIK mporpammupoBanus CakeML [9] B cBsi3Ke ¢ IMpoOrpaMMHBIM MHCTPYMEHTOM Ie-
IOYKTUBHBIX MeTOx0B Bepuduxaru HOL4 [10].

Ha Puc. 2 n3obpaskeHa BepxHeypoBHeBas cxeMa popmanbHoit Bepudukaruu CPP. Onncanue mporo-
koza xoucercyca HotStuff BFT, asnsroiieecs oTensHO yacThio ob1eit cruenudmKanum JOTuK paboTsl
y3ia, mpeobpasyercs B MOJeNb [t Bepudukanun cBoiicts 6esonacHoctn merogom Model Checking [11].
B 10 ke Bpems anropuTmsl GYHKIMOHMPOBAHUI y3ia paspabarbiBatorcs Ha si3pike CakeML. C omHoIlt
CTOpPOHBI, 3TO IT03BOJIAET IIOJIYUNTh TapaHTUM GOPMATBHO BepUUIIVIPOBAHHON KOMIIMIIALAN, & C APYToil
CTOPOHBI — UMETh BO3MOKHOCTh GOpMaIbHOI BepudmKaium cBoitcTB ucxoguoro koga B HOL4, ucnions3ys
MeTOJ XapaKTepucTuuecknx popmya [12].

Safety formulas
in LTL

Model Checking

Consensus protocol Formally verified
part compiler
Fig. 2. High-level view of the formal verification Puc. 2. BepxHeypoBHeBoOe Nnpe/jCcTaBneHne cXxembl
scheme for the InnoChain distributed ledger dopmanbHON BepnduKaLmm CUCTeEMBI
system pacnpefeneHHoro peectpa

3. BpI6Op A3BIKA MPOTrPaMMIPOBAHUS

Heo6xoauMpIM yCIOBMEM IJIS BOSMOKHOCTM (OpMaIbHOIN BepuUKaLU IpOorpaMM Ha HEKOTOPOM
AI3bIKe IIPOrPAaMMUPOBAHUS SBIsSeTCS Hanuuye (opMalbHON CEMAHTUKM M IIPOTPAMMHBIX MHCTPYMEH-
TOB JUIT aBTOMATM3ALVII IPOBeAeHMs JOKa3aTeJIbCTB (PYHKIMOHAIBHOI KOPPEKTHOCTI. B pamMKkax maHHOII
paboThl HEOO6XOAMMO OBLIO BBIOPATH SI3BIK, KOTOPBII OMHOBPEMEHHO MOAXOMMII ObI I paspaboTKM JIo-
ruku y3iaa CPP u taxxe Mor ObI CIYXUTh B KaueCcTBe sI3bIKa CMapT-KOHTPAKTOB. Takum ob6pas3om, GbLIO
MCCIIeIOBAHO UeThIpe HallpaBIeHus, M300pakeHHbIX Ha Puc. 4.

Tpu 13 yeTbIpex HarnpasiieHuit cBsi3ansl ¢ 13b1KoM CakeML. CakeML — 3T0 3BIK IIpOrpaMMIPOBAHIS,
6mmskuit k Standard ML. ®opmansras cemantnka CakeML [9] BbipakeHa B TepMUHAX JIOTMKU BBICIIIETO
nopsaka (higher-order logic, HOL) n peanmsoBana B mporpaMMHOM O0eCIleUeHUN MJI aBTOMaTM3aLUU
mpoliecca qOKa3aTeNbCTB AeqyKTuBHbIM MeTomoM — HOL4 [10]. Jusa CakeML HayuHBIM COOGIIECTBOM
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paspaboran HabOp MHCTPYMEHTOB M TEOpMIf, peann3oBaHHBIX B TepMmmHax HOL4. OcHOBHBIM MHCTpY-
MEHTOM SIBJIETCA TpaHCIITOp TepmoB [13] u3 cucrembr HOL4 B aGcTpakTHBIE CMHTAKCUYECKIE HEPEBbS
CakeML. ITockonbky cemantuka CakeML onmucana B HOL4, To mosiBisieTcst BO3MOKHOCTD 3aMIUCHIBATH JIIO-
6b1e mporpammsl Ha CakeML B HOL4 — o Takux mporpaMmax OBOPST, UYTO OHM «TJIyOOKO BJIOXKEHBI» B
HOL. Takum o6pasom, oupenenenns, GyHKIUM 1 TUIIBI JaHHBIX B tornke HOL MoXHO mepenats Ha BXO[
TpaHcagTopy — u nonyuuts ux CakeML-anamorn, riay6oko Bioskenusie B HOL. BakHo ormeruts, 4TO
BMecTe ¢ KogoM Ha CakeML TpaHciaTop reHepupyeT cepTuUKaT — K0Ka3aTeIbCTBO TOTO, UTO GYHKIINAML,
sanucauubsle B HOL, pa60Ta10T TaK Xe KaK U II0Jy4eHHBIII Ko Ha CakeML.

O6prunbie ¢pyukimu B HOL4 onuchIBalOT «UUCThIE» MaTeMaTUUeCKIe BBIUMCIEHNs, TO eCTh TaKue, B
KOTOPBIX HeT BBOJA-BBIBOAA VM B3aMMOIEIICTBMS C BHEIIHMM MupoM. B pamkax mpoekra CakeML 6nira
paspaborana do-moraumsa mius HOL4, xoTtopas 1M0o3BOJISeT OIMCBHIBATH IIPOTPAMMBI, B KOTOPBIX IPUCYT-
CTBYeT BBOA-BBIBOJ, HernocpenctBeHHO B HOL4. Taxske co3gaH MoHaguUuecKuit TpaHcasITop [14] — anamor
OOBIUHOTO TPAHCISATOPA, HO IIO03BOJISIONMII TpaHcaupoBarh GyHkimy HOL4, ncnons3yromue do-HoTamio.
Takum o6pasom, moxxHo npsimo B HOL4 3amucars mporpaMmy, KOTopas IOJIy4yaeT BBOX C KJIaBUATYPHI,
oOpabaTsIBaeT BBeleHHbIE JaHHBIE U BBIBOAUT PE3YJIBTATHI HA 9KPaH, & 3aT€M BOCIIOJIb30BATHCSI MOHAII-
YeCKUM TPAHCIATOPOM, YTOOBI aBTOMATIUECKY ITOIYUNUTh aHATOTUUHY0 TporpamMmMy Ha CakeML (riy6oxo
BiIo>keHHy0 B HOL).

Hpyrum Ba)XHBIM IIOIXO00M AJI aHanm3a nporpamm Ha CakeML sBJIsIeTCsI MeTO XapaKTepPICTUUECKUX
dopmyn [12]. [JaHHBI MHCTPYMEHT II03BOJIsAeT HOPMANBHO BepUQUIMPOBATH CBOVICTBA KOPPEKTHOCTI
dbyHKIMI, n3HaUANTbHO peanu3oBaHHbIX Ha CakeML, a He Ha HOL4. CBovicTBa KOPPEKTHOCTY IIPEAIaraeTcs
3ajaBaTh B Bue (popMyJI cermapalmoHHOI JOTuKy [15].

Asropamu CakeML Taxxe paspaboras ¢popmanbHO BepuPUIIMPOBAHHBIN KOMIIMIIATOP IS TaHHOTO
a3bIKa. Ves peanmsanyu 3T0ro KOMIMISTOPa, M300pakeHHas Ha Puic. 3, cocTout B TOM, UTOOBI CHayaa
3anmcaTs KommiaTop B HOL4, a 3aTeM 1cIT0b30BaTh TPAHCISATOP AJIS IIOJTyUeHNSI SKBUBAJIEHTHOIO KOa
na CakeML. 3arem artor kox Ha CakeML momaercs Ha BXO[ KOMIOWISATOPY, peanusdoBanHomy Ha HOL4,
M TeM CaMbIM Ha BBIXOZe ITOJydYaeTcs MAIUMHHBIA KOJ KOMIIMJISTOpa C TapaHThel (QyHKIMOHAJIBHO
KOppPeKTHOCTH BBUAY HokasarenbcTB B HOL4.

Translation from HOL4 Pass as an input
to CakeML to compiler in HOL4
Compiler Compiler in Machine code of the
written in HOL4 CakeML compiler
Fig. 3. Sequence of transformations for generation Puc. 3. MocnegoBaTenbHOCTb NPeobpasoBaHMiA
of a formally-verified machine code using the ANs nonyyeHns popmansHO BepUGULIMPOBAHHOMO
CakeML compiler and HOL4 proofs. MaLLUVHHOro Koja koMnuaatopa a3bika CakeML Ha

OCHOBe JoKa3aTenbcTs B HOL4

[Mapamnensuo ¢ HOL4 6pu1a paccMoTpeHa MONyJIApHAs B HAYYHOM cooliectse cucrema Isabell/HOL
[16]. Upes Obuia Bce Ta xe: 3amucaTh nporpammy B Isabelle/HOL, a 3aTem mucnonb3oBatrs GopManbHO
BepuUIVIPOBAHHBIN TpaHCIATOp [17] muist mosydyeHms sxkBuBaneHTHOro Koxa Ha CakeML. OxHako maH-
HBIJI TIOAXOM OKa3aJICs ellfe He FOTOB K IIPAKTUUECKOMY IPMMEHEHMIO: [T0JyyaeMoe [10CiIe TPaHC IS
abCTpaKTHOE CHHTAKCIUECKOoe JepeBO IPOrpaMMbl IPUXOMNUTCS JOPabaThIBaTh BPYUHYIO MJIS YCIIELIHOM
KoMty Kommiatopom CakeML. B uactHocTu, Kox «c agdekramm» (Harpumep, ¢ BBOLOM-BBIBOIOM)
He IO iepKMBaeTcs 9TUM TpaHcisaTopoM. Ho Gosee cyliiecTBeHHOM IIPOGIEMOIl SBISIETCS TO, UTO CTPYK-
TypHI HaHHBIX [sabelle (B uacTHOCTH, CIIVICKM) HE TPAHCIUPYIOTCSA B CTPYKTYphI maHHBIX CakeML.

Haxkoner, mociiensest omniyest 6bL1a BO3MOXXHOCTD UCIT0JIB30BaTh cucreMy Coq. [IJIs qaHHOI cucTe-
MbI HayuHBIM cO000IIecTBOM OblL1 paspaboraH ¢peitmBopk Verified Software Toolchain (VST) [18]. On
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mpencrasiser coboit Habop MHCTpyMeHTOB 1 Oubiyorek s Coq, CO3TAHHBIN C I1eJbi0 BepUQIKaIum
IIporpaMM, HallMCAaHHBIX Ha orpaHnueHHoM rmogmuoskectse s13bika C (Clight). IIpoext VST TecHO cBs3aH ¢
npyrum npoekrom Bepudnkarmu Ha Coq — dopmansHo BepuduimposanusiM KommuisTopom CompCert
aspika C [19]. Hecmorps Ha TO, UTO GOBLIMHCTBO MCCIEXOBAHMIL, CBA3aHHBIX ¢ VST, oOpueHTIpOBaHbI Ha
a3bIk C, M3HAUAIBHO 3TOT PPENIMBOPK padpabaThIBAJICA KaK YHUBEPCATBHBIN MHCTPYMEHT, II03BOJISIOLIIIIT
rapaHTMPOBATh, UTO YTBEPKAEHUSI CTATUUYECKOTO aHAIN3aTOpa OTHOCUTENIBHO IIPOrPaMMBbI Ha HEKOTOPOM
A3BbIKe COXPAHAIOTCA IJIF MaIlIMHHOIO KOAa, KOTOPBIN MCIIONHIETCI B paMKaX HEKOTOPOI oIlepaliioHHOM
CUCTEMBI.

From Isabelle/HOL to machine code

Wiriting code in Formal verification Generating verified Compilation into verified
IsabellefHOL using Isabele CakeML code machine code
From HOL4 to machine code
Wiriting code in Formal verification Generating verified Compilation into verified machine
HOL4 using HOL4 CakeML code code

From Cake ML to machine code
Writing code in Building characteristic Formal verification
CakeML formula in HOL4 in HOL4

( Compilation into verified W

machine code

From C to machine code

Writing code Generating code Formal verification
in C Light in Coq in Coq
Compilation into verified
machine code
Fig. 4. The technologies and tools considered as Puc. 4. PaccMOTpeHHble BapnaHTbl TEXHONOTMIA
the basis for implementation of the NHCTPYMEHTOB A5 pa3paboTkn GopmManbHO
formally-verified distributed ledger system BepuduymposaHHoin CPP

InnoChain

B Bugy coBmectumocty ¢ ¢popMaIbHO Bepu(pMUUMPOBAHHON OIEPAlMOHHON CUCTEMO ¥ (YHKIMO-
HaJIBHOJI IIapaAUIMOIL, KOTOpas Ha IIpaKTIKe JaeT 00JIblile TapaHTUII KOPPEKTHOCTY KOJa, B KAUECTBE SI3bI-
Ka 1151 paspaborku y3na CPP, a Takke B KauecTBe 6a30BOTO A3bIKa CMapT-KOHTPAaKTOB ObLI BeIOpan CakeML,
a He Clight. B xauecTBe cucTembI 1151 IpoBeneHNsI GOPMaIBHBIX T0KA3aTENIbCTB KOPPEKTHOCTY IIPOTPAMM
Ha CakeML 6b11a BeiOpana cucrema HOL4 BBumy Ttoro, uro tpaHcasrop us Isabelle B CakeML erre He
rOTOB K IIPAKTUUECKOMY IpuMeHeHn0. Bosee Toro, nus yrporieHus pa3paboTKi cCMapT-KOHTPAKTOB ObI-
JIO IIPUHATO pellleHle peajn30BaTh A3BIK CMapT-KOHTPAKTOB KaK IPeJMeTHO-OPUMEHTVPOBAHHBIN A3BIK
(DSL), cnermnuHbIil Qs KaXKIOM OTHEIbHON 00JaCTM IpUMeHeHUs . B uacTHOCTH, CBOIT I3BIK CMapT-
KOHTPAKTOB paspadaThIBaeTCsa IJId 3afaull aBTOMATHM3AlI yIIPAaBJIeHNs 3alIPaBKOJ BO3AYILIHBIX CYIOB B
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ITAO «Aspodnor». Hanee, mis kaxxgoro DSL Heobxonmumo paspaboTarh TPAHCIATOP AJIA IIpeobpasoBaHsI
CMapT-KOHTPAKTOB B 9KBUBAJIEHTHYIO IIporpaMMy Ha s3bike CakeML. STOT TpaHCIATOP MOXKHO peayin30-
BaTh HemocpencTtBeHHO B HOL4 u Tam »xe Bepuduuumposars ero pyHKIMOHAIBHYI0 KOPPEKTHOCTB. JTa
naes yxe ObliIa yCIeLIHO IpuMeHeHa paspaborumkamu CakeML ms peanusanun popmansHo Bepudum-
LMPOBAaHHOTO KOMIMJIATOpA M Hero. Takmm o6pasoM, popMaapHO BepMUIIVIPOBAHHBIN TPAHCIATOP
n3 DSL B CakeML 103BOJNUT MCIIOTB30BATh CYLECTBYIOIIME MHCTPYMEHTHI IS aHAIN3a KOPPEKTHOCTI
cMapT-KoHTpakToB Ha DSL.

Tem He MeHee, yqoOHas I pa3pabOTUMKOB CMapT-KOHTPAKTOB peannsanusd DSL TpeGyeT riry6okoro
aHaJIM3a COOTBETCTBYIOIIEN OTPACHM NPUMeHeHNu. B cBA3M ¢ 3TuM, OBLIO pellleHO peaan3oBaTh IePBHIil
CMapT-KOHTPAKT Il KOHKPETHOI 3afjaun yIIpaBJIeHN!s 3alIpaBKoIl BO3AYIIHBIX CyoB Ha camoM CakeML,
a 3aTeM, IPOAHATM3VMPOBAB 3TO peIleHNe, IPUIATHA K IOHMMAI0 KOHCTPYKIMII, KOTOpble HeOoOXOmMMO
BKIounTth B DSL. B KoHeuHOM mrore, paspaGoTUnMKM CMapT-KOHTPAKTOB IIOJIy4aT BO3MOKHOCTH IIMCATh
xop kak Ha DSL, tak u Hanpsimyto Ha CakeML.

4. BpIOOp OIEpPAIMIOHHOI CHCTEMBI

OC urpaer Ba)KHYI0 posib B paboTe y3i1a, IpegoCTaBIIAs BO3MOKHOCTD B3aMIMOEIICTBOBATE C OPYI UMM
y3JIaMu uepe3 ceTeBoit MHTepdelic 1 COXpaHIATh HaHHbIE, MCIONb3ys (aiioByio cucreMy. K coxanenuso,
CYILLIECTBYIOII[M€ OIIepaIlMiOHHbIE CUCTEMBI, IIOJIYUMBIINE IIIPOKOE pacIpocTpaHeHe, pa3pabaThIBaNIUCh
0e3 mcronb3oBaHusd (GOPMATBHBIX METOMOB BEpUPUKALMYI 1 MMEKT GOJBIIYI0 KOogoByko 6asy. Hambo-
Jlee TIONYyJIApHAsA Ha CEeTONHAIIHMII JeHb OllepalliOHHAasd cucTeMa Linux comep:XmUT mopgaka JBagLlaT
MIJUIMOHOB CTPOK MCXORHOro Kofa. Hecmorps Ha To, UTO 3a IocieHMe TOABI ObLIM CHoeJIaHbI IIOMBITKI
dopmanpHO BepndMUMPOBaTH OTHENbHbIE YACTH SApaA MAHHON OIEepaIMOHHON cucTeMbl [20], G0bIIast
YyacTh Koja ocraercs Oe3 dopmanmsauny. [JaHHBI (aKT, IOMUMO PUCKOB BO3HUKHOBEHMS He(deKTOB
IpU B3aMMOMeNcTBUY MeXay y3ioM CPP u omepaliMoHHOI CHCTEMOII, TakKe 3aTpyaHsAeT mpouecc ¢op-
MaJIbHOI BepupUKaALII UCXOTHOr0 KOJa y37a, BBUAY HEOOXOAMMOCTH IIOCTPOeHsT GOPMAaIBHOM MOKeN
o6pekra (OC), ¢ KOTOPBIM OCYII[ECTBIISETCS B3aMMOEICTBIE.

C mpyroit ctopoHsl, MUKpoanpo sel4 [7] umeer KogoByr0 6a3y MopsaKa HeCATU THICSY CTPOK, U €To
byHKIMOHATBHAS KOPPEKTHOCTH ObLiIa (OpMaNbHO BepupUIIMpOoBaHa I Hauboiee MOIYJIIPHBIX Ha ce-
TOOHSAIIHUI TeHb apXUTEKTyp IpolieccopoB u Itargopm. JauHe ¢axr mosBonser chopMUpoOBaTh -
IoTe3y 0 BO3MOXHOCTU (PyHKUMoHMpoBaHus y3na CPP ¢ dpopmanpHO BepupUIIMPOBAaHHBIM MCXOTHBIM
KOZOM IIOf yIIpaBlIeHMEM OIlePallVIOHHON CUCTEMBI, KOI KOTOpOil TakKe popMann3oBad U GopManbHO
Bepuduumposat. TeM He MeHee, CIeqyeT YUUTHIBATH TOT PAKT, UTO HA TAHHBIII MOMEHT MUKPOSAAPO sel4
elfe He IOJYUYMIO LIMPOKOTO paclpocTpaHeHus. IIo 3Toit mpuumHe MOXeT ITOTpeboBaThCI paspaboTKa
HOBOTO JUIM JOpaboOTKa CyILIeCTBYIOLIero GpyHKUMOHaNa selL4, HeoOXOQUMOTO I KOPPEKTHOI paboThI
yana CPP, Bkirouas ceTeBoe B3aMOJeJICTBYE 1 B3aIMOeIICTBIE ¢ 6a3aMyl JaHHBIX.

B mannoit pabote ObLIa MCCIETOBAHA BO3MOXXHOCTD MCIIOIB30BaHMs seL4 B KauecTBe OIlepaLVIOHHOI
cucrems! yaina CPP. Kpome Toro, 6pu1 pa3paGoTaH MHCTpyMEHTapUil I YIPOILIECHNUSA pasBepTHIBAHNIA
npuioxKeHuit s sel4 Ha peanbHOM 000pYIOBAHNUM, KOTOPBIIT MOXKeT ObITE II0JI€3eH B APYTUX UCCIENO0-
BaHUSAX.

B ornmune ot monmuonenusix OC, takux kak Linux, seL4 — aTo onepanmonHas cucrema Ha 6aze MUK-
posimpa. TO O03HAUAET, YTO B PEXKMMe «SIapa» MCIIOJHSIETCS Ype3aHHbI (QyHKIMOHAJ, a BCe OCTalbHBIE
GYHKIMY MCIIOTHAIOTCA B «IIOJIB30BATEIBLCKOM» pexxuMe. B ciayuae ¢ sel4, Ha ypoBHe sipa peanyu3oBaHa
cienyromas GpyHKIMOHAIBHOCTD: B3auMoelicTBue Mexay mponeccamu (IPC), ympasieHne morokamu u
BupTyanusanusa namaty. [IpenmMyiiiecTBOM JaHHOTO IIOOXO0/a IBIIAETCA TOT PakT, YTO 00BeM JOBEPEHHOTO
KOJIa, KOTOPBIIL CIIYKUT OCHOBOII IJIsL paOOThI IIPIIIOKEHNI, 3HAUNTEJIBHO HIDKE UeM Y «TPaAUIVIOHHBIX»
OIIepaIMOHHBIX CYCTEM I, TAKMM 00pa3oM, COIEpIKIUT IOTeHIMAIBHO MeHblIIe oln6ok. Kpome Toro, MeHb-
it 06’beM KogoBoi 6a3bl mpoiite GopManm30oBaTh U I HeTo GopMaibHO BepupUIIPOBATE BBIIIOTHEHE
KPUTUUECKUX CBOJICTB CUCTEMBI, UTO 1 OBLIO CHeaHo aBTopamu sel4.
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System
call Application User mode

VFS i

Network | Hardware @ Filesystem

IPC, Filesystem Native stack drivers server
) ~20KK 2 application
lines of code . Kernel | T
Scheduler, Virtual memory mode IPC ~10K
Drivers, Dispatcher IPC, Threads, Virtual memory lines of code
Hardware Hardware
Fig. 5. Comparison of the seL4 microkernel with Puc. 5. CpaBHeHWe sel4 ¢ «TpagnumoHHbIMU» OC

“traditional” monolithic kernel OSes.

Kak moxuo 3ameruts u3 Puc. 5, selL4 comep:KUT DOBEPEeHHYI0 KOJOBYIO 6a3y, KOTOpas MCIIOIHIETCS
B peXXUMe «sapa» ¥ Haubojee KPUTUYHA C TOUKM 3peHNsI OesomacHocTi. Bmecre ¢ Tem, sel4 He comep-
JKUT CEPBUCOB I JOCTYIIa K 000PYOOBAaHNIO, 2 BMECTO 3TOTO IIPeJIaTaeTcsl pealn30BaTh 3T CEPBICHI
KakK MPIJIOKEHUS I paGOThI B «IIOJIb30BATENBCKOM» pesknMe. CyIeCTBEHHBIM HEIOCTATKOM JaHHOTO
IIOAXOa SIBJISIETCS TO, UTO CTAaHAAPTHBIE KOMIIOHEHTSHI I paboThl ¢ obopymoBaHueM (daiiinoBas cucTeMa,
pabora ¢ ceThi0) HEOOXOAMMO MO0 paspabaThIBATh «C HYJIA», TNO0 HOPTUpoBaTh ux u3 apyrux OC, Ho B
J060M cityuae 3T0 TpeOyeT CyIileCTBEHHBIX TpyHo3arpar. TeM He MeHee, B JAHHOM HaIlpaBJIeHUY COOOIIe-
cTBoM sel4 yske mpomenana Gosbias pabora. Hanpumep, 6pu1a agantuposana 6ubiamoreka picotcp [21]
IJI MCIIOIb30BaHMA IpuitoxeHnsaMu cetesoro creka TCP/IP. Ho Bce e B ciyuae c y3iaom CPP ocraercs
OTKPBITHIM BOIIPOC 00 MHTETPALN IPIIOKeHNUIT Ha Ga3e seL4 ¢ 6asaMm qaHHBIX.

B3anmopeiicTBue MeXIY IPIIOKEHNIMI OCYLLIECTBISETCS OJHUM M3 CIeTyIOINX CIIOCO00B: 3alliy-
1reHHble nponenypusie Bbi30BeI (RPC), o6ias mamsars (Shared Memory) win curnainsr (Notifications). ITo
UCTOPMUECKUM COOOpasKeHMIM JaHHbIE CIIOCOOBI B3aMMOIEIICTBIS 00beAMHAIOTCS IO OOIIIM Ha3BaHM!-
em IPC (Inter-Process Communication). IIpu B3anmomeiicTBum Mexay IpiiokeHusamn, seL4 BeicTymaer
B KauecTBe MeJUaTopa, OTBeyas 3a KOHTPOJb AOCTyIIa M KOPPEKTHOCTh IlepeJauy IapaMmeTpoB. Takum
00pas3oM, paboTy CUCTeMBI IIOf yrpaBieHueM seL4 MOKHO paccMaTpmBaTh Kak paboTy OTHEIBHOTO MPHU-
JIO)KEHUSI B «IIECOYHULIE», TIPY 9TOM B3aVIMOETICTBIIE C OCTAIbHBIMI IIPVIIOKEHISIMY (BKIIIOUast JpaiiBepbI
0060pyDOBaHM) OCYLLECTBIIETCI Uepe3 oncaHHble MexaHn3Mbl IPC Mukposagpa.

dopmasbHOE TOKA3aTEIBCTBO KOPPEKTHOCTY seL4 BBIITOJIHEHO eTro aBTOPaMU C VICIIOIb30BaHUEM CHUCTe-
mbl Bepudukanyu Isabelle/HOL [16] u n3nauanbHo HacunTtsiBano 200 000 ctpok koma. [ns popmanmsanmm
IMOAMHOecTBa s13b1Ka C, Ha KOTOPOM HAIMCAHO MUKPOAIPO, B Isabelle Ob11 3anucan cuHTaKCIIUECKUiT aHA-
JIM3aTOP, KOTOPBII TPAaHCHOPMIUPYET MCXOTHBIN KOJ B CEMaHTIUECKN SKBMBAJIICHTHYIO 3aIllJiCh Ha SI3bIKe
mateMarudeckoit soruku HOL. ITocie popmanmsanum u npeobpasoBanus TpeboBanuit k seL4 B popmy-
el crienudnkanyuy, popMasbHast BepuduKanms IpoBOANIACH C MCIOJIb30BaHMeM NHCTPYyMeHTOB Isabelle.
OnHaKo OKa3aTelbCTBO KOPpeKTHOCT Koma Ha C ellle He O3HAUaeT, UTO KOMIIMJISATOP He IIPUBHECET
omOOK B MAIIMHHBIN KO, TaK KaK I KOMIMIIALNYU Sel4 MCIIoIp30Baicsa CTAaHOAPTHBIN KOMIIMIATOP
gee, a He popmanbHO-BepuduimpoBaHHbil KomruiaTop CompCert.

s mokasaTesnbCTBa KOPPEKTHOCTY MAIIMHHOIO Koaa B Isabelle 6puty 3ammcanbr TpaHCISTOPHI AJIS
npeobpa3oBaHMsl MCXOTHOTO Koaa Ha g3bIlke C U MAIIMHHOIO Koja B rpadoBoe ImpencTasieHne (control
flow) ¢ coxpanenmem cemaHTuKM. TakuM 06pasoM, Wi HOKA3aTeIbCTBA KOPPEKTHOCTM PabGOThI MUKPO-
AIpa OCTaeTcs NOKa3aTh CEMaHTUUECKYI0 9KBUBAJIEHTHOCTH IIOJMyUeHHBIX IpadoBbIx Mozneneit. s aToit
e ucnoib3oBaicsa Habop SMT pewaresneii [22]. Ha Puc. 7 mpuBeqeHbI OCHOBHBIE TAIIBI TOKA3aTEIHCTBA
9KBMBAJIEHTHOCTM MAIlIMHHOTO Kofa ucxoxHoMy kony. Ha Puic. 6 mpuBeneHsr OCHOBHBIE TAIIbI IIPOBELe-
HISI OOII[ETO JOKA3aTeIbCTBA KOPPEKTHOCTHI Sel4, a TaKyKe CBOTICTBA KOPPEKTHOCTH, (OPMAIN30BAHHEIE B
creruduKamm:
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+ KOH(QUIEeHIMAIBHOCTD: IPUIIOKEHNE He CMOXKET IIPOUNTATh HaHHbIe VM M3BIeub MHPOPMAIUIO
IpyruM 00pa3oM, eciiM y Hero HeT JOCTyIla Ha YTeHIe;
* IIEJIOCTHOCTH: IIPUJIO’KEHNE He CMO)KeT M3MEHUTDb NaHHBIE, eCJIM Y Hero HeT JOCTyIla IJId 3TOM
omepann;
« JOCTYIIHOCTH: OJJHO IIPIJIOXKEHME He MOXKET IIOMeEIaTh APYroMy IIPIJIOKEHUIO MCII0Ib30BaTh pe-
CYypC, eclI y BTOPOT'O €CTh Ha 3TO JOCTYIL
KoneuHo, popManpHOe [0Ka3aTeIbCTBO TPeOyeT HEKOTOPHIX IIPEIIONI0KEHNI 0 KOHTEKCTe, B KOTOPOM
OHO IIPOBOIITCH, & TAK)Ke O KOHTEKCTe, B KOTOPOM paboTaeT MUKpPOIApo. [JaHHbIe IIPeqII0N0KeHNS JOIIK-
HBI OBITH SBHO 3aKpeIUIeHBI. Ba)KHO OTMETUTh, UTO TAKOIl ITOAXOJ MO’KET IIOMOYb BBIIBUTH IIPOOJIEMBI
KOPPEKTHOCTM CMUCTEMBI Ha paHHel CTaquy, BBUAY UETKOTO IIOHMMAaHMI OIpaHMYEHNI, UCXOQAIINX OT
3aKpeIICHHBIX IIPeAII0I0KEHNII 0 paboTe CUCTEMBI.

Abstract Model

Confidentialty

C implementation

!

Fig. 6. Main stages of selL4 correctness verification Punc. 6. OcHOBHbIe 3Tanbl NpoBejeHns
JloKa3aTesibCTBa KOppeKTHOCTK selL4
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C implementation

Formal C
semantics

Abstract model in

Isabelle/HOL

Translation

SMT Solvers

_— Graph model Graph model
Compilation representing control flow H representing control flow

Disassembler

Formal ISA Spec

Binary code — Abstract model HOL4

Fig. 7. Main stages of proving the functional Punc. 7. Stanbl npoBejeHNs JokasaTe/bCTBa
equivalence of seL4 machine code and its source C 3KBMBANEHTHOCTN MALLMHHOIO Koga selL4
code NCXOAHOMY Koy Ha s3bike C

dopmanpHas Bepudukanms seL4 ero apropamu 6bL1a IIPOBeieHA C YIeTOM CIIeIyIOLINX IIPeII0I0XKe-

HUI:
L]

o6opyaoBaHMe QYyHKIMOHUPYET KOPPEKTHO;

crienuQuUKaIys yIOBIETBOPSIET OKMIAHUAM — 9TO CaMOe CJIOKHOE, TaK KaK He BCeTa JIETKO YI0CTO-
BEpUTHCA B TOM, UTO MaTeMarudeckas GopMyJia e/ ICTBUTEIBHO COOTBETCTBYET TOMY, YTO HAIIICAHO
B TpeGOBaHUAX K CHCTEME;

cama cucreMa Bepudukanyy QyHKIMOHNPYeT KOPPEKTHO;

Kop 3arpysku seL4 xoppekren: 1200 cTpok Koja OTBeUAIOIeTo 3a CTapT/3arpy3Ky seL4 He Bepmdm-
LIIPOBAHO;

BUPTyaJIbHasA NaMATh: MEXaHM3M pasfelleHNd IaMATA MeXAy AAPOM U INPUIOKEHUAMH, a TaKXe
MEXTy IPIIIOKEHUAMM, BepUUIIPOBAH B IIPEIIONOKEHNI O CTAHAAPTHOM IIOBEIEHNN BUPTY-
aJIbHOM ITaMATH IIPY MCIIOJHEHUN KOJa ANpa;

acceMGep: 0KoJ0 340 CTpOK Koja AJIs JOCTyIa K 060py0BaHMIO Ha acceMOiepe He BepupUIMpO-
BaHO;

npsmoit goctyi k namsatu (DMA): npu popmanbHOI Bepudukanyy 6bUIO CAesIaHO IPeAIIoNIoKeHe
0 TOM, YTO TOJBKO IIpoleccop M Giok ympasieHms nmamarsio (MMU) mmeroT qocTym K IaMAaTH;
TakuM o6pasoM, DMA 1160 KoJKeH OTCyTCTBOBATh BOBCE, JIMO0 HYXKHO CHeIaTh IIPeIII0I0KeHIe O
KOPPEKTHOII paboTe apaitBepa s 9TOr0 KOHTPOJLIEPa;

MoJesIb 000pyZOBaHNSA YUNThIBAET BCe KAaHAJBI Ilepefaur MHGOpMALY IS JOKa3aTeIbCTBA KOH-
bumeHIMATBHOCTY;

B MMKPOSJpe MMeeTCs CTaTU4IeCcKIII Habop IpoLeccoB, He M3MEHSIOIIMIICS IToCIe pa3BepThIBAHN
U 3aIyCKa CUCTEMBL.
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OnHAaKO CTOUT 3aMETHTh, UTO MAIIMHHBIN KOJ MOXXET OTJIMUATHCI B 3aBMCUMOCTI OT apXUTEKTYPHI
MpOIecCcopa, II03TOMY HEOOXOOMMO IPOBeCT (HOpMaNbHYI0 BepUMKAIIIIO I KaXKI0I MHTepeCyoIei
KoH(uryparuu B orgenbHocT. Kpome Toro, sel4 MoxeT QyHKIMOHMPOBATH 1 B PeXKUMe TUIIEePBU30Pa,
II03TOMY >KeJIaTeJIbHO OCYILIeCTBUTD BepM(pMKALIVIO TaKKe U 9TOrO pexkuMa. B HacTos1ee BpeMs, ITOJIHBIIT
npouecc GopManbHOI BepupuKaIMy, ONMCAaHHBIN BbIIIE, OBLI IIPOBEIEH TOJIBKO A apXUTeKTypsl ARMv7
(Sabre Light), a nys x86-64 dopmanpHO BepupuumpoBaHa GpyHKIMOHAIbHAS KOPPEKTHOCTb.

Ha momeHT HamycaHusa paboThI CYIIECTBYIOT ABa CII0co0a pasBepThIBAHMS IPIIOKeHNI Ha Oase sel4.
ITepBblit crI0COO 3aKJIOUAeTCA B MCIOJIB30BAHUY O4YeHb rmOkoro ¢peitmBopka Genode [23]. O mo3Bo-
JIeT 3aIyCTUTh 00pa3 MUKPOSApA, a 3aTeM JMHAMIYECKV KOMIIVIMPOBATh M MCIIOJIHATH IPIUIOKEHIN,
AHAJIOTMYHO TOMY, KaK 3TO fAejaercs B «rpaguumonHsix» OC. Tem He meHee, BBuay Toro, uro Genode
MOAMEPKMBACT Y APYTUE MUKPOSAPA, TOJIBKO 00IIas A BCeX Afep PYHKIMOHAIBHOCTD JOCTYIIHA ITOJIb-
30BaTelIM 3TOoro (pperimBopka. Harpumep, mpu pasBepToiBanuy npuitokeHnit seL4 Ha ocaose Genode He
OymeT JOCTyIIeH peXuM rumepsusopa. Bosee Toro, ncnomnssoBanne Genode mckiarouaer rapantun Gop-
ManpHOI Bepudukarmy seL4, Tak Kak 3TU rapaHTU OCHOBAHbI Ha IIPEIIOI0KEHNI O CTaTIYeCKoM Habope
IIPOLECCOB B CUCTEME.

Bropoii crioco6 3akimouaercs B cOOpKe ¥ 3allycKe CTaTMUECKOV KOHEUHOI cucTeMbl Ha Gase sel4
¢ ucnois3oBanneM ¢peiimpopka CAmKES [24]. Stor ¢peltMBOpK 1M03BOJIAET OMMCATh KOMIIOHEHTBI CI-
CTeMBI U B3aMMOAENICTBUA MeX Ay HuMn Ha crenuansHoM ss3bike CAmMKES ADL (Architecture Description
Language). BazoBsIe aj1leMeHTHI OIIMCAHNS CIIeYIOIIe:

« KoMIIoHeHTBI — IpuiioxeHus, B 001[eM CIydae, 3allycKaeMble B BUJe OTHEIbHBIX IIPOIECCOB (HO
€CTh BO3MOKHOCTb 00beJMHIUTH HECKOJIBKO KOMIIOHEHTOB B ONHO IIPIIOKEHIIE) ¥ B3aUMOIETICTBY-
olI1e MeXTy co0oi1 uepe3 Mexauusmsl [PC.

« Nnurtepdeiicbr — Habop curHatyp QyHKUMIT OIS BO3MOXKHOCTYM yYKa3aHMUs TOTO, KaK ORVH KOM-
IIOHEHT MOXXeT OOpaTUTHCS K APYTOMY; Ha HaHHBII MOMEHT ITOAJEP KMBAIOTCS CIIeYIOIIe TIUIIbI
nHaTepdeiicon: pynkuus (RPC), oburas namsars (Shared Memory), curaamns: (Notifications).

« KoHHeKTOpBI, KOTOpbIe CBA3BIBAIOT B3aMIMOeICTBYIOIIIIe KOMIIOHEHTHI APYT C APYIOM, HaIlpuMep,
MMIIOPTUPYeMBIil MHTepdeiic OGHOT0 KOMIIOHEHTA C SKCIIOPTUPYEeMBIM MHTepeIicoM APyToro.

B pamkax Impoljecca IIPIIIOKeHNS CO3JAI0TCS OTAeIbHbIe IIOTOKM JJII OCHOBHOT'O CLieHApMs MCIIOIHEeHNUS
M I K&KO0To 00paboTuyKa B3auMOeICTBUS C APYTUMY KOMIIOHeHTaMM. [[71s CMHXpOHM3aly IIOTOKOB
MO e P KMBAIOTCS CTAHAAPTHBIE IIPUMUTHBBI: CeMadOPBI ! MBIOTEKCHL.

5. 3akiaroueHue 1 JaXbHENIIINE 3aJaUN

B mannoit pabote npeioxkena 5-yposueas apxurekrypa CPP InnoChain, qonyckaroiias npunmeHeHue
MeTOqOB (OpMaIbHOI BepupuUKAIMY Ha KOKIOM M3 YPOBHENL, C I[€IhI0 MOCTIDKEHUs 6ojiee BBICOKOTO
ypoBHs HagekHoctu CPP, yem ObL0 GBI BOSMOKHO IIPM MCIIOJIB30BAaHMM «TPATULIVIOHHBIX» METOIOB
obecrreuenus kauectsa I10, paree npumenssinxcs k CPP.

B nacrosimee Bpems CPP InnoChain Haxomurcs B craguu peanu3saruin. B uactHocTn, paspaborad Habop
MHCTPYMEHTOB U1 aBTOMATIUECKOTO pa3BepThIBAHN NPIIIOKEHMIT Aust sel4 Ha peanbHOM 060pyIOBa-
Hun [25].

[71s1 3aBeplIeHNS pealnn3anyy Heo0X0auMo OyaeT pelnTh CleqyoLye JOIOTHUTeIbHbIE 3aTaull.

HecmoTps Ha TO uTO hopmanbHas Bepupmkanys sel.4 rapaHTHPyeT CBOMICTBO QYHKIMOHAIBHOI KOP-
PEKTHOCTH, IS MUKPOsApa He peann3oBaHa 6M0OamoTeKa It MHTerpaumu ¢ 6asaMmm qaHHbIX. OqHUM U3
BO3MOJKHBIX IIyTeil pellleHNs 3TOJ IIpoOeMbl IpejaraeTcs MCI0JIb30BaTh seL4 ¢ BKIIOUEHHBIM PeXXI-
MOM T'HIIEpPBU30pa AJII B3aMMOMENICTBUS C MPMIIOKeHeM 0a3bl JaHHBIX, 3allyIIeHHOM Ha BUPTYaJIbHOII
marmHe nox yrupasnernueM OC Linux. I peanmsanmy ceTeBbIX B3aMMOAECTBUIT Mexxny y3namu CPP
IpejIaraeTcs UCIOIb30BaTh aJallTUPOBaHHYI0 ITOX seL4 6ubnmoreky picotcp[21].

Bonee cymectBeHHOIT IpobieMoit ABIgeTCS TpeGOBaHMe IO UCIIOJHEHNIO MAIIVHHOTO KOJa CMapT-
KOHTpakTa npu obpaborke Tpansakimii. BBuay orpanuuenunit CAmKES ADL, cBsi3aHHBIX ¢ pOpMaIbHOI
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BepuUKaLMeil KOHTPOJIA JOCTYIIA IPIIOKeHN!IT, Ha 6ase seL4 paspelraeTcs pasBepThIBATh MICKIIIOUNTEIb-
HO NPUJIOKEHUS CO CTATUUECKON KOH(pUrypammeii, 4uTo 03HayaeT HEBO3SMOXKHOCTD ITOPOKIAEHMUSA JTOIIOJ-
HITEJIbHBIX IPOIECCOB IOCJIe 3aIlyCKa IPUIOKeHN . B yacTHOCTH, 3TO 03HaUaeT HeBO3MOKHOCTh AMHA-
MMYeCKOT'0 pa3BepThIBaHM HOBBIX CMapT-KOHTPAKTOB B CJICTeMe Ha ocHOBe seL4. B kauecTBe HauaJIbHOT'O
pellleHNs B JaHHOM HaIIpaBJIeHNM IIpeJlaraeTcs JIMHKOBAaTh cMapT-KOHTpakThl Ha CakeML ¢ ocHOBHBIM
IIpMJIO’KeHNEM Y3JIa Ha 9Talle pa3BepThIBaHNUA. B KauecTBe albTepHATMBHOIO pellIeHNs IIpearoaraeTcs
OTHEIBHO MccienoBaTh ppeitMmBopk Genode, KOTOPBI ITO3BOJIAET AMHAMIUECKN 3aITyCKaTh HOBBIE IIPII-
JIoKeHMs U1 seL4, leHolT 0TKasa OT HeKOTOPBIX TapaHT!it (OpMasIbHOM BepuduKay MIKPOsIapa.
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